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Abstract of the contribution: This pCR proposes to clarify the solutions in the section 5.2.4.18.

Introduction 
Like the solution #2.17, the following editor’s notes were proposed for the solution #2.18:
Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.
Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)
We propose to add the clarification and delete these editor’s notes. The clarification refers to the introduction in S3-170243
In addition, we propose to delete the fresh challenge in the equipment identifier response because the NAS signalling has been protected to prevent the replay attack. We also propose to change some terms to be consistent with the current agreed terms.
Proposed pCR
[bookmark: OLE_LINK198][bookmark: OLE_LINK199][bookmark: OLE_LINK200][bookmark: OLE_LINK177][bookmark: OLE_LINK201][bookmark: OLE_LINK202]***	BEGIN OF THE CHANGE	***
Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.
Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)
[bookmark: _Toc467573030][bookmark: _Toc467857836]5.2.4.18	Solution #2.18: Equipment identifier Authentication using the (IMEI, Device public key) binding
[bookmark: _Toc467573031][bookmark: _Toc467857837]5.2.4.18.1	Introduction  
To compare with Solution #2.x in section 5.2.4.x, this solution uses the (IMEI, device public key) binding to addresses Key issue #2.4. In this solution, the following pre-configurations are needed:
-	When a device is at the manufacture, a device public key and the private key associated with the public key are provisioned by the device’s manufacturer. 
-	The private key associated with the device public key shall be securely stored in the device.
-	The device public key and the equipment identifier (i.e. IMEI) are bound and the (IMEI, device public key) binding is published in the manufacturer’s device repository or third party’s repository. 
-	An operator, if trusts the device manufacturer or a 3rd party, can inquire the (IMEI, device public key) binding from the manufacturer’s device repository or third party’s repository. 
[bookmark: _Toc467573032][bookmark: _Toc467857838]5.2.4.18.2	Solution details  
The following figure describes the message flows of device equipment identifier authentication:




Figure 5.2.4.18.2-1: device equipment identifier authentication based on (IMEI, device public key) binding
1) The NG-UE has been pre-provisioned the public key and the private key associated with the public key has been securely stored in the device. The (IMEI, device public key) binding has been published and stored in the (IMEI, device public key) bingding repository of the manufacturer or trusted 3rd party trusted by the manufacturer.
2) The mutual authentication is performed between the network and the NG-UE.
3) The network entity (e.g. CP-AUSEAF or CP-CN) sends the device identity request. This request includes a fresh chanllenge (e.g. nonce). 
4) The NG-UE uses the private key to sign the IMEI and the fresh chanllenge.
5) The NG-UE sends the device identityequipment identifier response to the CP-AUSEAF/CP-CN. This message includes the IMEI and the signature of the IMEI and the fresh challenge. This response should be encapsulated in a signalling message which can protect the identity from leaking and replay attack, like the NAS SMP message in LTE.
6) The CP-AUSEAF/CP-CN sends the device public key inquiry which includes the device’s IMEI to the AAAAUSF/HSSARPF.
7) The AAAAUSF/HSS ARPF inquires the device public key using the IMEI from the (IMEI, device public key) binding repository. 
Editor’s Note: It is FFS whether the binding between the IEMI and device public key can be cached in the AUSF/ARPFAAA/HSS or not.
8) The AUSF/ARPFAAA/HSS returns the device public key to the CP-AUSEAF/CP-CN.
9) The CP-AUSEAF/CP-CN uses the public key to check the signature. The equipment identifier is authenticated if the signature check is successful.
[bookmark: _Toc467573033][bookmark: _Toc467857839]5.2.4.18.3	Evaluation 
This solution is comparatively simple compared to the solution #2.x 17 as it does not need to deploy PKI. This solution can also save the valueable air resource as it does not transimit the device public key in the air interface. Since the equipment identifier is transmitted through a protected signalling message, this solution can prevent the leakage of the equipment identifier. The equipment identifier may be correlated with the subscription identifier (cf. clause 5.7.3.7), so this solution can protect the subscription privacy.
The inquiring the (IMEI, device public key) binding causes the inquiry workload than the authentication of the device certificate directly (cf. the solution #2.10). Since the equipment identifier authentication is infrequent, the inquiry wokload does not seriously affect the network. The AUSF/ARPF can also store the (IMEI, device public key) binding in the local to reduce the inquiry workload.
In this solution, the manufacturer or a 3rd party which issues the decive public key shall be trusted by the operators. The operators (or service provider) may issue their own device public key to substitute for the device public key issued by the manufacturer or a 3rd party and then the operator will no longer need to trust the manufacturer or a 3rd party (cf.clause 5.2.4.10.2.2).

Editor’s note: The evalution part should be updated following on the guideline agreed in ad-hoc meeting on FS_NSA.
Editor’s note: The solution should be modified to avoid the dependent on a 3rd party for the authentication of the reported equipment identifier (e.g., the operator doesn't need to make use of any entities outside of operator's network)

***	END OF THE CHANGES	***
[bookmark: OLE_LINK203]
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