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1
Decision/action requested

Agree on pCR below.
2
References

[1]
3GPP TR 33.899 v0.6.0, Study on the security aspects of the next generation system

3
Rationale

At the SA1#76bis meeting in Spokane 16-20 January 2017, the document S1-170336 containing definitions of UE and IoT device has been endorsed. The definition of UE in S1-170336 is:
User Equipment (UE): Allows a user access to 5G network services via the wireless or wireline interface. A User Equipment contains a secure platform (e.g., UICC, eUICC) for at least storage of subscriber credentials and identities.

This definition contains a formulation for the storage of subscriber credentials: “secure platform (e.g., UICC, eUICC)”. As this formulation seems to be agreeable to many companies, we propose to also use it in the SA3 study. 

Furthermore, we propose some clarifications to the evaluation scheme to be used. We also propose some editorials.
4
Detailed proposal

Do the following changes in [1]:
***
BEGIN CHANGES
***
5.5.3.1
Key issue #5.1: Secure storage and processing of subscription credentials and identifiers
***
NEXT CHANGES
***
5.5.3.1.3
Potential security requirements


Within 3GPP Next Generation System: 

-
The subscription  credentials and identifiers shall be stored within the User Equipment in asecure platform (e.g., UICC, eUICC). 

-
It shall be possible to perform a security evaluation (e.g., certification) assuring the security requirements of the entity storing and processing the subscription credentials and identities.

Editor's Note: It is FFS whether the security assurance scheme to be used for evaluation of the credentials and identifier storage is within the scope of 3GPP and if so, the requirements related to it.
***
END OF CHANGES
***
