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Abstract of the contribution: This contribution comments the solution for KI #1.15: “flexible user plane security termination point” proposed within the S3-170088.

1. Introduction
The key issue #1.15 addresses the need for:
-	One or more flexible UP security termination points
	-	That may coincide with the UP-GW;
	-	And is positioned ‘deeper’ in the network, such as beyond the gNB;
	-	And can mitigate the threats resulting from NFV.
-	Different UP security termination points on a per slice basis;
-	Different UP security termination points, selectable according to traffic type (e.g. similar to APN concept);
-	Different UP security termination points for heterogeneous access to networks
2. Analysis and proposal
2.1 Analysis
One option would be to follow the LTE model and terminate the UP security in the eNB. For NextGen networks this is not desirable because:
-	Small cell deployments in less secure locations may be more prevalent
-	It is expected that many more parties control parts of the heterogeneous access network
-	Back-to-back termination and re-establishment of security for backhaul and UE in the base station is inefficient
-	It does not address use cases with different security requirements for different traffic flows per UE in an efficient way. For example: traffic with ultra-low latency requirements must be terminated in a location close to the UE, while other traffic from the same UE for other services needs protection through the whole backhaul.
In summary, the chance of having a compromised access node is increased compared to LTE. As such, it is desirable to terminate the UP security beyond the gNB(R)AN. Additinally, it is desirable to be able to have different locations of the user plane security termination depending on the use case.
2.2 Proposal
The concrete proposal contains two parts, namely:
-	Termination of the user plane security beyond the gNB to address the problems with compromised base stations and inefficiency.
-	Introduction of a dedicated function that terminates the UP security, namely the User Plane Security Termination Function (UP-STF) that can be flexibly located in the network (but beyond the gNB) to cater for the different use cases.
Telecom Italia object on this concrete proposal for the following reasons:

1)	It does not take into account the System Architecture for the 5G System agreed within SA2 (see TS 23.501). SA2 has defined a core network function named UPF. This UPF shall handle the UP traffic and apply traffic filters on User traffic. In order to do that, the user traffic shall be in clear text or at least in clear text the part of the user traffic on which the UPF shall apply the filters. So, for instance, we think that at least IP protocol and port of the user traffic (i.e. packets) shall be in clear text at the UPF while the other data (e.g. the packet payload) can be still encrypted. In that case the UP security could terminate beyond the UPF (e.g. in the DN) but of course, the type of filtering applied by the UPF is limited to those two fields (protocol and port). More complex filters based on a deeper content inspection would not be applicable by the UPF and at the current stage we don’t know what type of filtering SA2 have in mind. Anyway you can debate that these warnings are related to how the functions will be implemented, but we think that it is important to take into account also these aspects at this stage since requiring so much flexibility in the UP security termination (as you are doing in your proposal above) might prevent to satisfy the requirements of other groups like SA2. For instance, how the flexibility you are proposing would allow to guarantee the the Uplink (UL) Classifier (CL) functionality in the UPF?
 2)	The second point is that we should require that this UP-STF shall be at least supported by the UPF and additionally also by other CN functions in order to satisfy the flexibility you have in mind. We stress the concept that the UP-STF shall be at least supported by the UPF since this guarantees a UP security regardless of the service security itself. Your proposal is not preventing having the UP-STF supported by the UPF, however it does not explicitly mention it. 
The UP-STF shall be beyond the (R)AN and embedded/co-located in the UPF. The UPF, in Telecom Italia view, shall not be a standalone core network function extern to the UPF in order to overcome problems of deployments, performance and interoperability already experienced in the LTE deployments with the SecGW. 
Changes to the concrete proposal detailed in Clause 3 are proposed according to the rationale above.  
3. Proposal for Changes
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This solution addresses key issue 1.15 about flexible UP security termination by introducing a UP-STF that is tasked with terminating the User Plane Security.
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For security reasons it is desirable to terminate the UP security beyond the (R)AN. 
According to System Architecture for the 5G System defined in TS 23.501, the User Plane Function (UPF) shall handle the UP traffic and shall apply traffic filters on UP traffic. In order to do that, the user traffic shall be in clear text or at least in clear text the part of the user traffic on which the UPF shall apply the filters. For this reason the UP-STF should be beyond the (R) AN and behind or co-located with this UPF. Further, in order to avoid the problems of deployments, performance and interoperability addressed in the LTE with the SecGW,  the UP-STF shall be emebedded/co-located  in the UPF and not in a standalone function close to the UPF.
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This solution straightforwardly addresses KI#1.15 by introducing a UP-STF that terminates the UP security. It is also aligned with the 5G system architecture agreed in TS 23.501.
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