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***
BEGIN CHANGES
***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.
…

Backward security: In the context of key derivation, backward security refers to the property that, for a node/function with the knowledge of a key shared with a UE, it shall be computationally infeasible to compute any old keys that was used between the same UE and another node/function. More specifically, n hop backward security refers to the property that a node/function is unable to compute keys that was used between a UE and another node/function to which the UE was connected before n or more handovers (n=1 or 2).

Forward security: In the context of key derivation, forward security refers to the property that, for a node/function with the knowledge of a key shared with a UE, it shall be computationally infeasible to compute any future keys that will be used between the same UE and another node/function. More specifically, n hop forward security refers to the property that a node/function is unable to compute keys that will be used between a UE and another node/function to which the UE is connected after n or more handovers (n=1 or 2). 
***
NEXT CHANGES
***

5.4.3.x

Key issue #4.x: Security aspects of Xn handover

5.4.3.x.1
Key issue details

According to the TR 38.801 [x], the logical nodes in the new RAN of the NextGen system are either gNBs or eLTE eNBs. The New RAN architecture is shown in Figure 5.4.3.x.1-1 and different architecture options are shown in Figure 5.4.3.x.1-2.
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Figure 5.4.3.x.1-1: New RAN architecture
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Figure 5.4.3.x.1-2: New RAN architecture options

The logical RAN nodes (eLTE eNB and gNB) are connected to the Next Generation Core (NGC) via the NG interface, and are interconnected with each other through a new RAN interface named the Xn/Xx interface. The New RAN functions and the Xn interface are described respectively in the clauses 6.2 and 7.3.1 of the TR 38.801. It is clear that the Xn interface will support Xn handover, both NR-NR (between two gNBs), E-UTRA-E-UTRA (between two eLTE eNBs) and E-UTRA-NR (between eLTE eNBs and gNBs).

The Option 3/3a is not relevant to Xn handover because the RAN nodes are connected to the EPC rather than to NGC. In Option 4/4a, the LTE eNB is connected as a non-standalone RAN node and cannot act as source or target in Xn handover. Similarly, in Option 7/7a, the gNB is connected as a non-standalone RAN node and cannot act as source or target in Xn handover. The architecture options that are relevant to our study are listed in Table 5.4.3.4.1-1 (the term "same NGC" is used because there is no NGC change during the Xn handover).

Table 5.4.3.4.1-1: Architecture options for Xn handover
	Options 
	Source node
	Target node
	Core network

	gNB-A and gNB-B connected to same NGC 

(option 2/4 of RAN arch.)
	gNB-A
	gNB-B
	NextGen core

	gNB and eLTE eNB connected to same NGC 

(option 2/4 combined with option 5/7/7a of RAN arch.)
	gNB
	eLTE eNB
	NextGen core

	eLTE eNB-A and eLTE eNB-B connected to same NGC 

(option 5/7/7a of RAN arch.)
	eLTE eNB-A
	eLTE eNB-B
	NextGen core

	eLTE eNB and gNB connected to same NGC 

(option 5/7/7a combined with option 2/4 of RAN arch.)
	eLTE eNB
	gNB
	NextGen core


In the LTE, the X2 interface (corresponding to Xn interface) is protected using the NDS/IP as specified in TS 33.210. Similarly, during the X2 handover in the LTE (corresponding to Xn handover), the backward and forward securities are achieved as follows [TS 33.401]: 

-
The source eNB derives a new KeNB called KeNB* from the old KeNB or a fresh NH (received from the MME). This new KeNB* is transferred together with the corresponding NCC to the target eNB. The KeNB* provides 1 hop backward security because the target eNB has no knowledge of the security keys used in source eNB.

-
The target eNB uses the KeNB*, that was sent by the source eNB, as its KeNB. The source eNB knows this KeNB (i.e. same as KeNB*) used in the immediate target eNB. But the source eNB will not know the future KeNBs used in the new target eNBs because of future handovers. Therefore, there is 2 hop forward security. However, it is recommended that the target eNB initiates an intra-cell handover with the UE as soon as possible (meaning that the target eNB manually triggers a vertical key derivation) so that the source eNB no longer knows the latest KeNB.

It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the LTE. Therefore, this key issue concerns the security aspects of the Xn handover, especially the backward/forward security of the security keys.

NOTE: Security of Xn/Xx interface is covered in key issues #4.x (i.e., Security aspects of sidehaul interfaces).

5.4.3.x.2
Security threats 

If the target RAN node is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous signalling and user plane data exchanged between the UE and the source RAN node.

If the source RAN node is compromised and the UE security keys do have the property of forward security, then an attacker would be able to decrypt the future signalling and user plane data exchanged between the UE and the target RAN node.
NOTE: Key issues #4.x shall be referred to, for security of Xn interface.
5.4.3.x.3
Potential security requirements

-
The Access Stratum (AS) security keys shall have property of forward security.

-
The Access Stratum (AS) security keys shall have property of backward security.
NOTE: Key issues #4.x shall be referred to, for security of Xn interface.
*** END OF CHANGES ***
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