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***
BEGIN CHANGES
***
5.4.3.x

Key issue #4.x: Flexibility to retain or to change AS security keys
5.4.3.x.1
Key issue details

In LTE systems, the root key for AS security is called KeNB, which is derived by the MME and is given to the eNB. The actual AS security keys for encryption and integrity-protection, i.e. KRRCenc, KRRCint, and KUPenc, are derived from the KeNB. Every time the KeNB is refreshed, new KRRCenc, KRRCint, and KUPenc are generated. The refreshment of the root key can be triggered by one of the following events:
-
Radio link failure (RLF);

-
RRC state transition (e.g., UE transitions from RRC IDLE to RRC CONNECTED); and

-
Handover (UE is in and remains in RRC CONNECTED).

It is expected that there will be also AS-like security keys in the NextGen system. This key issue addresses the refreshment of these security keys.

An important security practice is to avoid using the same security keys for a long period of time. Therefore, the AS security keys need to be regularly refreshed. However, refreshing the security keys does have impact on performance, e.g. time delay, buffering requirements, radio resource usage etc. In fact this is the case when refreshing AS security keys in LTE systems. Because it is not practically feasible to start encrypting the downlink data upon "departure to L1", i.e. when the MAC scheduler determines which queue to serve, downlink data is encrypted and queued in advance in the eNB. Therefore, a key-refresh implies that the queued data that was already encrypted with the old key must be decrypted and re-encrypted with the new key. 
In the case of an intra-eNB HO, i.e. handover between the cells belonging to the same eNB, decryption and re-encryption within the same eNB does not serve any security purpose. But a key-refresh is done anyway in the LTE system at intra-eNB HO. Such unnecessary key-refresh could be an issue in NextGen systems due to higher throughput and lower latency requirements. 
Another motivation is related to the centralized RAN deployment (Figure 5.3.3.x.1-1) and co-sited deployment scenarios, described in the 3GPP TR 38.801. In relation to this, all the agreed options for the functional split between the central and the distributed units do place both the RRC and PDCP layers in the central units. These are the layers handling the security for the UP and CP traffic with the UE.
There could be scenarios where the Central Unit is placed in a secure location. In such cases, refreshing the keys for a handover that does not require a Central Unit change is not really needed and hence is not worth the additional processing burden. Therefore, unnecessary key-refresh is an issue that needs optimization in the NextGen system.
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Figure 5.4.3.x.1-1: Centralized RAN deployment scenario in the NextGen

 In summary, a flexible mechanism of key-refresh could be useful in the NextGen system. This mechanism should allow the network to control when to perform the key-refresh, for example depending on the type of the deployment, the location of the Central Unit, etc. As a consequence, the network would be able to avoid unnecessary key-refresh and perform necessary key-refresh only when there are security reasons.
5.4.3.x.2
Security threats 

-
If AS security keys are not refreshed when required, the confidentiality and integrity of the AS messages could be compromised.
-
If AS security keys are always refreshed even when not required, then performance of RAN could be degraded (i.e., operational inefficiency).
5.4.3.x.3
Potential security requirements

-
The NextGen RAN shall have mechanism not to refresh the security keys when not required. 

-
The NextGen RAN shall have mechanism to refresh the security keys when required. 
*** END OF CHANGES ***
