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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Security aspects of NG2 handover

5.4.3.x.1
Key issue details

The logical nodes in the new RAN of the NextGen system are interconnected with each other through a new RAN interface named the Xn interface. The control plane interface of these RAN nodes with the Next Generation Core (NGC) is named the NG2 interface.  

During handover from one RAN node to a different RAN node, the two RAN nodes may not be interconnected via the Xn interface. In such case it is expected that a NG2 handover take place where the NGC needs to be involved, similar to the S1 handover in LTE. Further, the NG2 handover might involve the change of the NGC node (e.g., AMF) as well.

At S1 handover in LTE, backward and forward securities are achieved as follows [TS 33.401 [y]]: 

LTE-RAN: 
Supports both backward and forward security:
-Target eNB has no knowledge of the security keys (KeNB and keys derived from it) used in source eNB. 
-Source eNB has no knowledge of the security keys (KeNB and keys derived from it) used in target eNB. 

EPC-Core Network:

-Source MME transfers the Kasme and a fresh {NH, NCC} pair to target MME. There is no support of 1 hop forward security.
-Target MME has knowledge of the Kasme and the derived NAS keys from it, used in source MME. There is no support of 1 hop backward security
It is important for the NextGen systems to maintain or improve (if necessary) the existing protection mechanism in the LTE. 
NG Systems:

One difference in NG Systems is related to handover scenarios involving AMF changes. In fact, in legacy systems, the MMEs are trusted and hence during MME change, the UE security context is handed over unchanged from the source and the target MME. The target MME may though select other NAS algorithms but this change does not affect the AN security context and will be taken to use during a NAS SMC procedure following the handover completion.
Based on the above description: 

1. First the security handling in legacy systems is based on the assumption that the MME is the trust anchor in the core network. 

2. Second, a change in the NAS algorithms is only effective after the NAS SMC procedure. 

3. Third, a NAS SMC is only possible upon completion of the handover and requires the target MME and the UE to undertake a tracking area update procedure. 

It is worth noticing, that in NG Systems a SEAF function has been introduced to cater for the flexibility in the deployment of AMFs. In other terms, from a security perspective, AMFs might be deployed in domains where the risk of compromise, e.g. because of exposure, could vary. This implies that AMFs might not qualify as true security anchor in the same way as the MME does in legacy systems. Therefore, other mechanisms than in 1 should be investigated in order to take into account this aspect. In relation 2 and 3, it is worth the effort to investigate how the legacy mechanism can be improved in order to avoid running a NAS SMC-like procedure after the handover. This would save on signaling.
 This key issue concerns the security aspects of the NG2 handover.
5.4.3.x.2
Security threats 

If the NG2 interface is not security protected, then an attacker could eavesdrop or insert or modify the security key and the security parameters transferred on the NG2 interface. 

If the target AMF is compromised and the UE security keys do not have the property of backward security, then an attacker would be able to decrypt the previous data exchanged between the UE and the network.

If the source AMF is compromised and the UE security keys do not have the property of forward security, then an attacker would be able to decrypt the future data exchanged between the UE and the network.
5.4.3.x.3
Potential security requirements

Editor's Note: It is FFS if forward security is achievable or even necessary in this scenario.
-
The 5G key transferred from source AMF to target AMF (similar to Kasme in LTE) shall have property of backward security.

-
Integrity, confidentiality and replay protection shall be provided for communications on the NG2 interface.
*** END OF CHANGES ***
