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Abstract of the contribution: The following contribution proposes a solution for the key issue on the exposure of the group identifiers in the MBMS subchannel control messages.
1 Introduction 

The following contribution proposes a solution for the key issue on the exposure of the group identifiers described in a companion contribution. The solution is based on the introduction of a group-specific pseudonym to be used instead of the MCPTT Group ID in the MBMS subchannel control messages. The pseudonym can be generated and distributed by the GMS to the group members alongside the other group call protection material such as the GMK. In another option, the group pseudonym could be generated using the group call protection material such as the GMK and the MCPTT Group ID.

2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new. The referred requirement is introduced in a companion contribution.


7.4.X
Solution #4.X : Concealment of group identifiers using group specific pseudonyms

7.4.X.1
Overview

It is proposed to use a group-specific pseudonym instead of the MCPTT Group ID in the MBMS subchannel control messages. The pseudonym can be generated and distributed by the GMS to the group members alongside the other group call protection material such as the GMK. In another option, the group pseudonym could be generated using the group call protection material such as the GMK and the MCPTT Group ID.

7.4.X.2
Motivating security requirements

The solution addresses security requirement [MCSEC-3.Z-1].

7.4.X.3
Solution description

Two alternatives are described for the generation and distribution of the group pseudonyms.

7.4.X.3.1
GMS provided pseudonyms - Explicit pseudonyms

For each group, the GMS generates a pseudonym and distribute it alongside the GMK. As described in clause 7.3.1 of TS 33.179 [3], the GMS constructs a MIKEY-SAKKE I_MESSAGE containing the necessary information. Figure 7.4.X.3.1-1 below shows the structure of the GMK transport message with an indication on where the pseudonym could be included.
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Figure 7.4.X.3.1-1: Payload structure for GMK distribution

The payload is then distributed to the MCPTT clients (members of the group) in a group notification message as described in TS 33.179 clause 7.3.2. Figure 7.4.X.3.1-2 illustrates a scenario where the pseudonym is provided in the payload.
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Figure 7.4.X.3.1-2: Group pseudonym provisioning along GMK

7.4.X.3.2
Implicit pseudonyms

In this option, the group pseudonym is generated using a hash function from group specific information such as the MCPTT group ID the GMK of the group. In such case, the pseudonym does not need to be provided by the GMS since each member is capable of producing it. Figure 7.4.X.3.2-1 illustrates the scenario where the pseudonym is generated based on the GMK and the MCPTT group ID provided in the payload of the group notification request message.
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Figure 7.4.X.3.2-1: Generation of the group pseudonym based on information provided in the GMK payload

7.4.X.4
Evaluation against requirements

The solution satisfies the motivating security requirement.

***
END OF CHANGES
***
