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Abstract of the contribution: The following contribution proposes a new key issue on the exposure of group identifiers in the MBMS subchannel control messages.
1 Introduction 

The issue related to the protection of MBMS subchannel control message was raised in an LS from CT1 in the previous meeting (S3-161926). During the same meeting, a security analysis was provided in a discussion contribution (S3-161862) and a protection mechanism was proposed and agreed (S3-161998) for release 13. In the following contribution we introduce a new key issue that is not mitigated by the agreed mechanism.
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new.


5.4.Z
Key issue #3.Z: Exposure of group identifiers

5.4.Z.1
Issue details
The MBMS subchannel control messages contain sensitive information such as the MCPTT Group ID. In TS 33.179 [3], MCPTT Group IDs are classified as sensitive information to which confidentiality protection may be applied (clause 9.3.2). The security mechanism used for the protection of these messages is based on a key, the MSCCK, that is shared among all the MCPTT clients served by a specific MCPTT server.
5.4.Z.2
Security threats
Any UE within the service area of an active MBMS bearer in possession of the MSCCK has access to the information provided on the general purpose MBMS subchannel. The UE can therefore gain knowledge on which groups are active within the same service area. This could be problematic in cases such as “police investigating the police” and where it is beneficial and crucial to hide group related activities from non-member UEs. If the MCPTT Group ID is not changed or not bound to a particular group call session, then any other UE within the service area of a bearer who is in possession of the general purpose protection key can learn about ongoing sessions for any groups even for groups where the UE doesn’t belong.
5.4.Z.3
Potential security requirements
[MCSEC-3.Z-1]
The Mission Critical Service shall provide means to conceal group identifiers.
***
END OF CHANGES
***
