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Abstract of the contribution: At key issues #7.5 and #7.6 it is proposed to equally consider temporary identifiers.

Discussion 
Key issue #7.5 and #7.6 refer to permanent identifiers. It is for discussion whether it is really only the permanent identifiers, for which the interfaces shall be secured and which shall be transferred on a need by need base. It is suggested to rewrite the 2 key issues such that they do not only apply to permanent identifiers but also to temporary identifiers.
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[bookmark: _Toc457918287][bookmark: _Toc457919355][bookmark: _Toc467573344][bookmark: _Toc467858150]5.7.3.5	Key issue #7.5: Transmitting permanent subscription identifiers in secure interface
[bookmark: _Toc457918288][bookmark: _Toc457919356][bookmark: _Toc467573345][bookmark: _Toc467858151]5.7.3.5.1	Key issue details
It is important to mitigate the risk of accidental or intentional exposure (e.g. due to sniffing of some interface by an insider) of permanent identifiers (subscription and equipment identifiers) in the radio access network (RAN) or the core network (CN, including interconnects). In a current LTE system, the RAN interface (Uu) is protected except for some initial RRC and NAS messages. The 
A Next Generation5G system should at least maintain or improve the RAN interface security. In a current LTE system, the CN interfaces (e.g. S1-MME and S6a) are protected when IPsec is deployed, but the adoption of IPsec is not mandatory, only recommended. The Next GenerationThe 5G system should at least maintain or improve the CN interface security.
[bookmark: _Toc457918289][bookmark: _Toc457919357][bookmark: _Toc467573346][bookmark: _Toc467858152]5.7.3.5.2	Security threats 
NOTE: 	Similar threats as in clause 5.7.3.2.2.
[bookmark: _Toc457918290][bookmark: _Toc457919358][bookmark: _Toc467573347][bookmark: _Toc467858153]5.7.3.5.3	Potential security requirements
-	Core Network traffic, which carries permanent subscription and equipment identifiers, shall be protected from eavesdropping.
-	Radio Access Network traffic, which carries permanent subscription and equipment identifiers, shall be protected from eavesdropping.
Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber and equipment identifiers in the radio interface in all scenarios, e.g. in a current LTE system - initial ATTACH REQUEST and emergency bearer service request.
[bookmark: _Toc457918291][bookmark: _Toc457919359][bookmark: _Toc467573348][bookmark: _Toc467858154]5.7.3.6	Key issue #7.6: Transmitting permanent subscription identifiers only when needed 
[bookmark: _Toc457918292][bookmark: _Toc457919360][bookmark: _Toc467573349][bookmark: _Toc467858155]5.7.3.6.1	Key issue details
In a current LTE system, permanent or long-term subscription identifiers are available to multiple network functions (e.g. eNB, MME, and S-GW). In the Next Generation5G system, it can be fairly assumed that there will be not only different network functions, but also different network slices, services, and deployment scenarios. Therefore, the risk of exposing subscription's permanent identifier will increase. 
Hence it is important to design the protocols or interfaces so that permanent subscription identifiers are not transmitted to the entities where the permanent subscription identifier is not necessary for services and network operations. Moreover, when identification of a subscription is not necessary or when required by regulations, it should be possible to anonymize the permanent subscription identifiers before transmitting them. 
Furthermore, permanent subscription identifiers are often replaced by temporary identifiers. Whether the exposing of the subscription's temporary identity is necessary or whether they can be anonymized or concealed needs to be evaluated.
[bookmark: _Toc457918293][bookmark: _Toc457919361][bookmark: _Toc467573350][bookmark: _Toc467858156]5.7.3.6.2	Security threats 
NOTE: 	Similar threats as in clause 5.7.3.2.2.
[bookmark: _Toc457918294][bookmark: _Toc457919362][bookmark: _Toc467573351][bookmark: _Toc467858157]5.7.3.6.3	Potential security requirements
-	It shall be possible to anonymize or conceal permanent subscription identifiers when appropriate. For example anonymization might be required by regulations, or the receiving node might not need to identify the subscription.
Editor’s Note: It is FFS if the following two requirements should be handled as guidelines rather than requirements.
-	Permanent subscription identifier should not be available to the network entities where the permanent subscription identifier is not necessary for services and network operations.
-	Permanent subscriber identifiers shall not be transmitted in clear-text, whenever feasible.
- 	It shall be possible to anonymize or conceal temporary subscription identifiers when appropriate.
-	Temporary subscription identifier should not be available to the network entities where the temporary subscription identifier is not necessary for services and network operations.
-	Temporary subscriber identifiers shall not be transmitted in clear-text, whenever feasible.



