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Abstract of the contribution:

This contribution proposes a EAP based authentication and authorization by an external Data network when setting up PDU sessions in the network slice.

1. Introduction
Key issue #2.1 Authentication framework, provides support for secondary authentication between the UE and an external data network. 
This solution presents EAP based secondary authentication with SMF playing the role of the EAP authenticator.
2. Pseudo CR
***************First change ********************************

5.8.4.x
Solution #8.x: EAP based secondary authentication by an external DN-AAA server
5.8.4.x.1
Introduction
This solution addresses key issue #2.1 Authentication framework which provides support for optional-to-use secondary authentication between the UE and an external data network (DN) possibly run by a 3rd party.
In the solution, EAP is used for authentication between the UE and AAA server in the external data network. The SMF acts as the EAP Authenticator and Diameter client to the DN-AAA server. 
Between the UE and the SMF, EAP messages are sent in the SM NAS message. Standard EAP routing rules based on the realm of the received EAP Identity (in the form of NAI) is used to forward EAP messages to the DN-AAA server. 
AUSF may take on an additional role of a transparent proxy AAA. In such a scenario, AUSF may be used to route AAA messages between SMF and an external DN-AAA.
Figure 5.8.4.x.2-1 shows a possible flow where this SMF based secondary authentication is run with an external AAA server. 
5.8.4.x.2
Solution details  
The following figure depicts the general information flow for the present solution.
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Figure 5.8.4.x.2-1 EAP Authentication with an external AAA server
1. The UE initiates a new PDU Session Establishment procedure by sending a SM NAS message containing a PDU Session Establishment Request within the SM Information field. 
The PDU Session Establishment Request includes the service it would like to obtain (S-NSSAI) and the PDN it would like to connect to (DNN). 
2. The AMF selects an SMF and sends a “SM Request” message with SM NAS as one of its payload. It also forwards the Permanent User ID and the received S-NSSAI, DNN.
3. The SMF obtains subscription data from UDM for the given Permanent User ID obtained from AMF in step 2. The SMF checks whether the UE request is compliant with the user subscription and with local policies. If not, the SMF will reject UE’s request via SM-NAS signaling and skip rest of the procedure.
4. The SMF triggers EAP Authentication.
5. The SMF sends an EAP Request/Identity to the UE.

6. The UE sends an EAP Response/Identity message. The UE shall send its DN-specific identity complying with Network Access Identifier (NAI) format.

7. The message is routed to the DN AAA Server based on the realm part of the UE identity obtained in step 5. The routing path may include AUSF acting as the proxy AAA.
8. The DN AAA server and the UE exchange EAP messages as required by the EAP method. This EAP signalling is sent between the UE and the SMF over NAS.
9. After the completion of the authentication procedure, DN AAA server sends EAP Success message to the SMF.
10. This completes the authentication procedure at the SMF.

11. The SMF may initiate PDU-CAN Session Establishment with the PCF to get the default PCC Rules for the PDU Session.
12a-12b. The SMF sends an N4 Session Establishment Request to the UPF as in step 8.a and 8.b of Fig 4.3.2.2.1-1 in TS 23.501 v0.1.1.
13. The SMF sends “SM Request Ack” to AMF as in step 9 of Fig. 4.3.2.2.1-1 in TS 23.501 v0.1.1. This message includes EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.
14. The AMF forwards NAS SM “PDU session establishment accept” that contains the EAP Success to the UE as described in step 10 and step 11 of Figure 4.3.2.2.1-1 in TS 23.501 v0.1.1.
15. The UE-requested PDU Session Establishment proceeds further as in steps of Figure 4.3.2.2.1-1 in TS 23.501 v0.1.1.
In case of a Home Routed deployment, it is the SMF in the HPLMN that takes the role of the authenticator.
5.8.4.x.3
Evaluation 

FFS
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