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Abstract of the contribution: This paper looks at the need for providing protocol specific information to the key management layer for e2m_key derivation, and proposes an alternate mechanism that provides key uniqueness on a per endpoint basis. In addition, a mechanism is proposed to provide key uniqueness for each protocol type.
1. Introduction
It has been suggested that upper layer protocol information be provided to the lower layer key management function for various reasons, primary one being the need to input protocol specific information for e2m_key derivation. 

This additional level of differentiation is useful when there is a need to generate separate keys for each protocol type. 

· For example, DTLS-PSK and IKE-PSK will each have separate keys generated when UE initiates application layer setup of these protocols.
In addition to generating separate keys per protocol, there may also be need to generate separate keys per destination endpoint (based on IP address/port, for ex.). 

· For example, UE establishes multiple connections to different endpoints in the enterprise network. It may be required to generate separate e2m keys for each connection with the termination endpoint identifier (such as IP address/port) factored into the key derivation
It would therefore be useful to come up with a scheme that provides key uniqueness in a generic fashion.

2. Generating unique key per connection end point 

Irrespective of the usecase described above, it will be useful to define an identifier for each application layer endpoint the UE is connecting to at the application layer. For example, in Solution #10, each instance of EMSE is identified by a unique endpoint_id that’s known to both the UE and the EMSE.

The UE knows endpoint_id of all the application layer endpoints (EMSEs, for example in Solution #10) it is expected to connect to.

The endpoint_id is used as input to generate a unique e2m key for each connection initated by the UE towards that endpoint.
There is no fixed definition for the endpoint identifer - it could take on any value that provides key differentiation for the upper layer connection being setup by the UE towards that endpoint.
2.1 Unique key per EMSE in Solution #10
The UE obtains the required inputs for key generation when key management protocol is executed. For example, in Solution #10, required inputs Ck, Ik are obtained at the end of the network access AKA run. 

The UE knows endpoint_id of all the EMSEs it is expected to connect to.

Later when the UE initiates set up of a secure application layer connection with an instance of the EMSE, the EMSE requests a unique e2m key from EMKS. In this request it sends its endpoint_id to EMKS along with the key identifier and UE’s application layer identity.
The EMKS checks that the EMSE is authorized to use the endpoint_id. 

The EMKS uses it to generate unique e2m key for the connection.
3. Generating unique key per protocol type

If there is a need to generate separate keys for each protocol type, then it’s required for each pre-shared key based protocol to have a unique protocol id. 

For example, pskTLS, pskDTLS, pskIKE and EMSDP will each have a unique protocol id. 3GPP could specify these protocol ids and keep a register of them. 

These are provided as one of the input parameters when EMSE requests for a key from EMKS.
4. Conclusion

Based on this discussion it is recommended that BEST use endpoint_id as one of the input parameters for e2m key generation. Furthermore, SA3 may look at using unique protocol ids for each application layer protocol type supported by BEST.
