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Discussion
[bookmark: _GoBack]This pCR clarifies the editor’s notes in this solution as follows, and removes all except for one relating to roaming scenario.
Editor’s note: The solution needs to describe the behaviour of the system when a mismatch occurs between the network slice ID requested by the UE and those available in the network.
UE has information on network slice as Configured NSSAI (Network Slice Selection Assistance Information).  The mismatch between the configured NSSAI in the UE and with the supported ones in the network is resolved according to the procedure specified in TS 23.502, clause 4.2.2.2.3. Within this procedure an appropriate AMF is selected and an updated NSSAI is provided to the UE.
Editor’s note: Privacy aspects related to the network slice ID are FFS.
Information on the UE transferred to the network such as NSSAI, SST (Slice/Service Type) and SD (Slice Differentiator) shall be protected. However this issue should be addressed separately by the solutions for key issue #7.8: Privacy protection of network slice identifier, and mentioned like this in introduction of this solution.
Editor’s note: The solution needs to describe how the roaming scenarios are handled.
 In roaming scenarios depicted in the architectures specified in 23.501, the AMF, V-SMF and UPF reside always in the VPLMN while the AUSF and UDM reside in the HPLMN. There is no change from the reference points between AMF, SMF AUSF and UDM for home routed and local breakout scenarios.  
Editor’s note: Security profile ID role and definition are to be described. Furthermore, it is unclear which entity of the NextGen system this security profile ID is related to.
Security profile consists of sets of security configurations such as algorithm, key length, etc. for UE, and stored in SSS (Slice Security Server). Security profile ID is sent with the set of security configurations to other entities such as UDM, AUSF, AMF, SMF, UPF and UE for the management purpose. The text is added in step 6 of this solution.
Editor’s note: It’s FFS to consider the detailed procedures and interface between HSS and SSS, including how the UE is authenticated if the UE doesn't include the list of requested slice IDs in Step4, how to provision all security nodes with security profiles for all network slices, in Step 6 and how to support a RAN network slice in Step 10.
The security procedure has been updated with the consolidated architecture in phase 1 of SA2. The major change is that slice-specific security is established in session establishment phase. RAN slicing has yet to be mentioned in this solution, but RAN slice security is considered to be supported in the same way as core network. The text is added in step 16 of this solution.
Editor’s note: It’s FFS to consider the case when legacy UEs without any awareness of network slicing would  access the next generation network with network slicing. 
 Legacy UEs (Pre-Rel-15) do not support 5G NAS and thus cannot connect to the 5G core network. Legacy UEs can only connect to the EPC.
Editor’s note: It’s FFS whether the security procedures are executed by HSS in Step 7.
Authentication and Key Agreement (AKA) and NAS MM (Mobility Management) are executed by SEAF (Security Anchor Function), which is co-located in AMF.

Proposal
************* Begin of Change ***********
[bookmark: _Toc457918377][bookmark: _Toc457919445][bookmark: _Toc467573514][bookmark: _Toc467858320]5.8.4.1.1	Introduction
This solution addresses several key issues of #8.1 Security isolation of network slices and #8.2 Security mechanism differentiation for network slices. Information on the UE transferred to the network such as NSSAI, SST (Slice/Service Type) and SD (Slice Differentiator) shall be protected. However this issue should be addressed separately by the solutions for key issue #7.8: Privacy protection of network slice identifier.
[bookmark: _Toc457918378][bookmark: _Toc457919446][bookmark: _Toc467573515][bookmark: _Toc467858321]5.8.4.1.2	Solution details  
As a prerequisite the UE must be preconfigured with the slice IDs to be used and those must match to the ones configured in the network. The Slice Security Server (SSS) is a repository for the different slice security requirements and provides those to the HSS on request for selecting the appropriate security algorithm configuration per slice. The SSS may be collocated with UDMthe HSS. Figure 5.8.4.1.2-1 shows security procedure with the SSS in registration and session establishment with the following steps.UE
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Figure 5.8.4.1.2-1 Attach Procedure with one RRC connection for all slicesSecurity procedure with Slice Security Server (SSS) in registration and session establishment.
Step 1: The UE sends registrationan Attach rRequest to the (R)AN including Configured NSSAI (Network Slice Selection Assistance Information), which includes information on network slices for the UEa list of all desired slice IDs. 
Step 2: The (R)AN selects the AMF (Access and Mobility Management Function)CP Function and forwards thethe Attachregistration rRequest including the  NSSAI to the AMFlist of slice IDs.
Step 3: AMF extracts all the acceptable SM (Session Management)-NSSAI, which are used to select SMF (Session Management Function), and creates Accepted NSSAI and temp ID, which are stored in the AMFThe CP Function may request the UE identifier. AMF sends authentication data request to AUSF, which includes Accepted NSSAI and temp ID. In case of slice information mismatch between UE and network, the NSSAI is updated according to according to the procedure specified in TS 23.502, clause 4.2.2.2.3.  The AMF may query a Network Slice Selection Function (NSSF) for the slice selection, e.g. in case the UE does not provide a valid NSSAI.
Step 4: AUSF forwards the authentication data request to UDM (Unified Data Management).
Step 5: UDM sends security configuration request to SSS in order to get all the information on security configurations needed for the UE. The UDM requests the security configuration from the SSS.
Step 6: SSS sends a security configuration response to the UDM, which includes the requested security configurations. The configurations can be stored as security profile in the SSS, which consists of sets of security configurations such as algorithm, key length, etc. for the UE and for a specific slice. Security profile ID is sent with the set security configurations to other entities such as UDM, AUSF, AMF, SMF, UPF and UE for the management purpose.
Step 7: UDM selects the relevant security configurations based on the service requirements of the UE to establish NAS MM (Mobility Management) security and AS security such as algorithm, key length, etc., and creates AVs (Authentication Vector).
Step 8: UDM sends authentication data response to AUSF, which includes the selected security configurations and AVs.
Step 9: AUSF forwards the authentication date response to AMF.
Step 10: AKA (Authentication and Key Agreement) is carried out between UE and AMF using AVs provide by UDM.
Step 11: AMF sends NAS MM (Mobility Management) SMC (Security Mode Command) to UE, which includes the security configurations selected by UDM.
Step 12: UE sends NAS MM SMC complete to AMF, and NAS MM security is established between UE and AMF.
Step 13: AMF sends registration accept to (R)AN, which includes the security configurations and temp ID.
Step 14: (R)AN forwards the registration accept to UE.
Step 15: (R)AN sends AS SMC to UE, which includes the security configurations selected by UDM.
Step 16: UE sends AS SMC complete to (R)AN, and AS security is established between UE and (R)AN. When RAN slicing is applied, the security configurations for each slice are provided and AS SMC is established for each slice.
Step 17: UE sends session request to (R)AN, which includes SM-NSSAI and temp ID.
Step 18: (R)AN forwards the session request to AMF.
Step 19: AMF selects SMF (Session Management Function) based on the information included in the request and sends the session request to the SMF.
Step 20: SMF sends slice security configuration request to SSS, which includes SM-NSSAI and temp ID, if SMF doesn’t have the configurations to establish NAS SM (Session Management) and U-plane data security.
Step 21: SSS sends slice security configuration response to SMF, which includes the requested configurations.
Step 22: SMF selects UPF, and session authorization to access DN (Data Network) is carried out through the UPF.
Step 23: SMF sends session accept to AMF.
Step 24: AMF forwards the session accept to (R)AN.
Step 25: (R)AN forwards the session accept to UE.
Step 26: SMF sends NAS SM (Session Management) SMC to UE, which includes the security configurations.
Step 27: UE sends NAS SM SMC complete to SMF, and NAS SM security is established between UE and SMF.
Step 28: SMF sends session request to UPF, includes the security configurations.
Step 29: UPF sends U-plane data SMC to UE, which includes the security configurations.
Step 30: UE sends U-plane data SMC complete to UPF, and U-plane data security is established between UE and UPF.

Step 4: The presence of the slice ID list is indicating the CP Function the UE capability to handle several slices with different security requirements. The CP Function requests the Authentication Data from the HSS and includes the list of requested slice IDs, if available. The CP Function may further check based on the subscription profile whether the UE is eligible to access to the network slice(s) associated with the list of slice IDs.
Step 5: The HSS sends a Slice Security Request to the SSS including the slice ID list received from the CP Function. If no slice IDs are indicated in the message from the CP Function, then the HSS checks the subscription profile whether the terminal subscribed to any specific services that require special treatment and includes them (i.e. subscribed slice IDs) in the request to the SSS. 
Step 6: The SSS provides the security requirements per slice ID. The security requirements could already indicated the algorithm to be used or indicate a level, e.g. high security, middle security, low security, or they could point to a predefined security profile out of a set of predefined profiles. Those predefined security profiles could be available in all network nodes, i.e. known to all CP Functions and RAN nodes, HSS etc., so that only a pointer to the profile ID is required in the security requirements.
Step 7: According to the received security requirements, the HSS executes the security procedures per slice and selects the corresponding security algorithms per slice. The HSS may take the UE capabilities into account as well as the operator policies. Under the security procedures, the HSS creates individual Authentication Vectors per slice and creates a binding with the corresponding slice IDs. Step 8: The HSS sends the set of Authentication Vectors and slice IDs to the CP Function in the Authentication Data Response. 
Step 9: The CP Function sets up the Control Plane layer security per slice and performs authentication and key agreement (AKA). The messages may not belong to any slice and shall contain the UE security capabilities and per slice ID the selected algorithms for ciphering and integrity, or the security profile ID. The UE verifies the integrity of the message from the CP Function and starts integrity protection and ciphering/deciphering with this security context and sends an acknowledgement message to CP function ciphered and integrity protected.
Step 10: The RAN sets up the radio access layer security for user plane and control plane and sends the selected algorithms for integrity and ciphering per slice. 
Step 11: The UE configures the uplink filters in order to map uplink traffic from the application to the right Data Radio Bearers (DRB) on the corresponding slices.
Step 12: The UE finalizes the bearer setup per slice towards the User Plane Function with individual security.
If a UE would like to attachregister to a slice not included in the ATTACH registration request of step 1, then the UE would be required to send another ATTACH registration request with the corresponding SM-NSSAIslice ID it would like to be attachregistereded to. The AMF CP Function detects that the UE is already attachregistereded to the network and would not perform authentication with the UE, but still query the SSS for the security requirements configurations of the slice and slice authorization.
Editor’s note: The solution needs to describe the behaviour of the system when a mismatch occurs between the network slice ID requested by the UE and those available in the network.
Editor’s note: Privacy aspects related to the network slice ID are FFS.
Editor’s note: The solution needs to describe how the roaming scenarios are handled.
Editor’s note: Security profile ID role and definition are to be described. Furthermore, it is unclear which entity of the NextGen system this security profile ID is related to.
Editor’s note: It’s FFS to consider the detailed procedures and interface between HSS and SSS, including how the UE is authenticated if the UE doesn't include the list of requested slice IDs in Step4, how to provision all security nodes with security profiles for all network slices, in Step 6 and how to support a RAN network slice in Step 10.
Editor’s note: It’s FFS to consider the case when legacy UEs without any awareness of network slicing would  access the next generation network with network slicing. 
Editor’s note: It’s FFS whether the security procedures are executed by HSS in Step 7.
[bookmark: _Toc457918379][bookmark: _Toc457919447][bookmark: _Toc467573516][bookmark: _Toc467858322]5.8.4.1.3	Evaluation 
FFS
**************** End of Change *************

