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Abstract of the contribution:  This contribution describes solutions for detecting the fake gNB using the Identify based cryptography and solutions. 
1
Introduction
The key issue for AS security during the RRC idle mode is about helping a UE during the cell reselection process to detect fake 5G gNB/eNB and associate with a genuine cell by verifying the authenticity of the cell.  The proposed solution tries to solve following key issue section 5.4.3.1

“

In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp to a rogue cell leading to denial of services (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.).

”

 In this proposed solution, we use Identity based authentication and encryption (defined in RFC 6507 and 6508)to verify authenticity of eNB/gNB. 
2
Proposed Solution
***************Start of Changes****************

5.4.4 Solutions
5.4.4. Z Solution #4.z: Fake gNB Detection using Identity Based Signature
5.4.4. Z.1 Overview 
The proposed solution tries to solve following key issue section 5.4.3.1 as follows:

“

In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp to a rogue cell leading to denial of services (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.).

”

If the UE camps on a fake cell during RRC Idle state (and there is no authenticity verification done), then the attacker can successfully mount DoS attack on the UE. 

One of the example of RRC idle mode bidding down attack where a UE is camps with fake gNB and UE is redirected to another GSM network, 2G network with lower security. Following Figure 5.4.4.Z.1-1 shows one of the possible ways an unprotected RRC connection release message from a fake 5G eNB/gNB with redirection to another GSM network, 2G network with lower security.
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Figure 5.4.4.z.1-1: Bidding Down Attack
In this proposed solution, we use an Identity based authentication and encryption enabling UE to verify authenticity of the the eNB/gNB that it is going to connect during Cell reselection or cell redirection. The Identity based mutual verification system can achieve detection of fake gNB/eNB.

When UE receives a cell redirection message, the UE may verify the authenticity of eNB/gNB.  This is achieved by executing Verify-Request and Response message exchange protocol between UE and eNB/gNB. 

5.4.4. Z.2 Solution Details.
Following pre-conditions are assumed:

1. The UEs and eNB/gNBs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance when the UEs have secure access to their Key Management Server (KMS).  

2. The KMS, common root of trust for the UEs, eNB/gNB, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  

3. Upon successful provisioning for ECCSI, each UE and eNB will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which is:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as "signer" and "verifier."  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.

4. Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the eNB/gNB identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload. The eNB/gNB uses its identity, its Receiver Secret Key and the public key of the KMS to decrypt SAKKE payload.

5. The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12]. For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp). RFC 6509 provides some examples, like IMSI:expiration-date@domain.com

).  

6. To avoid signaling overhead concern, this Verify-Request, Verify-Accept does not need to be performed all the time. One optimization may be to send Verify-Request only during the RRC Connection Release message with Cell-Redirection is received by UE.

Figure 5.4.4.z.2-1 shows high-level steps.
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Figure 5.4.4.z.2-1: Fake gNB detection using IBS
1. UE sends Verify-Request message to the  eNB (or the Common Control Function (CCNF) where the NAS context of the UE is held).

i. Verify-Request message includes the following parameters:

1.  UE Identity 

2.  UE Nonce

3. PVT (Public Verification Token)

4. SIGN – an ECCSI signature is computed over the UE Identity and UE-Nonce.

2. Verify-Response is generated by the Serving System network element (eNB or CCNF). Upon reception of the Verify-Request message, eNB verifies the signature payload SIGN in the verify-request message. If the verification test is successful, eNB sends a Verify-Accept message including the following parameters:

i.  eNB Identity = This information is used to derive the Signer’s identifier (used by ECCSI). eNB identity is optional.

ii. eNB Nonce

iii. UE Nonce

iv. PVT (Public Verification Token)

v. SSV (Shared Secret Value) generated by eNB and encrypted using SAKKE

vi. SIGN – an ECCSI signature of the Verify-Response message. The signature is computed over the User of eNB Identity, Nonce-UE, Nonce-eNB and the SAKKE parameters (Shared Secret Value as follows).

3. Upon receipt of the Verify-Response message, the UE verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a security association key between the UE and eNB. The UE and eNB use this key to derive integrity key for integrity protecting RRC messages. 

4. Upon successful verification, UE may use the derived integrity key to protect RRC messages until the UE authenticates with eNB.(i.e. until AS Security context is established at EPC and UE).
5.4.4. Z.3 Evaluation

Editor’s Note: Evaluation content is FFS.

***************End of Changes****************
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