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Abstract of the contribution: This contribution proposes to add eNB security requirement and test case related to User plane data integrity protection in TS 33.216

1 Introduction 

This contribution proposes to add eNB security requirement and test case related to User plane data integrity protection in TS 33.216.
2 Proposal 
***
BEGIN OF CHANGE ***

5.2.2.1.x  User plane data integrity protection

Requirement Name: User plane data integrity protection
Requirement Reference: TBA

Requirement Description: "The eNB shall handle integrity protection for user plane packets for the S1/X2 reference points." as specified in TS 33.401, clause 5.3.4.  

Threat References: TR 33.926, clause X.2.2.x.4 – User plane data integrity protection.
Security Objective Reference: TBA

Test Case:

Test Name: TC_UP_DATA_INT
Purpose:  To verify that the user plane packets are integrity protected over S1-U and X2-U. 
Pre-Condition: 
· The eNB and Serving Gateway network products are connected in emulated/real network environments.
· The tunnel mode IPsec (IPsec ESP) is implemented in eNB.

· The tester shall have physical access to the S1-U and X2-U interfaces.
· The tester shall have access to the integrity protection keys and the original user plane packets.
Execution Steps: 
1. The tester captures the user plane packets over S1-U interface using the network analyser. 

2. The tester uses filters to retrieve messages (e.g. uplink/downlink user plane packets) between any target eNB and Serving GW.

3. The tester captures the user plane packets over X2-U interface using the network analyser.

4. The tester uses filters to retrieve messages (e.g uplink/downlink user plane packets) between any two eNBs.   

5. The tester computes the hash value of the retrieved messages

6. The tester compares the computed hash value with the message authentication code of the retrieved messages. 

Expected Results: 

· The user plane packets over S1-U are integrity protected.
· The user plane packets over X2-U are integrity protected.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results.
***
END OF CHANGE ***

