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1
Decision/action requested

This Discussion paper proposes to add the threats about the UE-mutual access Annex Y of TR33.926.
2
References

3
Rationale

In some cases mutual access between two UEs within the same PGW might be requested. If such access is enabled, a UE may send malicious packets (e.g. fraudulent information, malicious trojans, virus packs, etc.) directly to others without measures (e.g. firewall) at network side.  To prevent the mutual attack between UEs, this pCR proposes to add the threats about the mutual access between UEs.
4
Detailed proposal

***********************Start of the first change************************
X.2.B
Packet Forwarding
Y.3.B.C
Sending unauthorized packets to other UEs
· Threat name: Sending unauthorized packets to other UEs
· Threat Category: Tampering with data, DoS
· Threat Description: If the destination address of uplink packets sent by a UE is other UE in the same PGW, the packets will not pass through the PGW and will be forwarded directly to the target UE. In this case mutual access between two UEs within the same PGW might be requested. If such access is enabled, an attacker can gain control a UE to send malicious packets (e.g. fraudulent information, malicious trojans, virus packs, etc.) directly to other UEs without security measures (e.g. firewall) at network side.
· Threatened Asset: TBA

Editor’s Note: Threatened asset details will be added once Y.2.1 of the living document has been agreed.
· ***********************End of the first change*************************
