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1
Decision/action requested

This Discussion paper proposes to add the threats about the IP address reallocation continuously in the PGW Annex of TR33.926.
2
References

3
Rationale

If an IP address is reallocated to a UE immediately after released from another UE, then the network side might be mistaken that the same UE keeps using the IP address continuously.  Consequently, some network functions (e.g. PCRF) will execute policies on the wrong target UE. To prevent misoperations (e.g. mischarging) on UEs, this pCR proposes to add the threats about the IP address reallocation continuously.
4
Detailed proposal

***********************Start of the first change************************
Y.2.A
Threats related to IP Address Allocation
Y.2.1
IP Address Reallocation Continuously
· Threat name: IP Address Reallocation Continuously
· Threat Category: Tampering with data
· Threat Description: If an IP address is reallocated to a UE immediately after released from another UE, then the network side might be mistaken that the same UE keeps using the IP address continuously.  Consequently, some network functions (e.g. PCRF) will execute policies on the wrong target UE. And some misoperations (e.g. mischarging) will be executed on UEs.
· Threatened Asset: TBA

Editor’s Note: Threatened asset details will be added once Y.2.1 of the living document has been agreed.
***********************End of the first change*************************
