
3GPP TSG SA WG3 (Security) Meeting #86
S3-170138
6-10 February 2017 Sophia Antipolis(France)


Source:
Broadcom
Title:
On the use of IPSec with LWIP
Document for:
Discussion 
Agenda Item:
11
Work Item / Release:


Abstract of the contribution:  This contribution describes changes in the LWIP standardization in the RAN2 and RAN3 groups and potential impact on the feature description in the SA3 specs (33.401).
1
Discussion
3GPP RAN2 agreed the following CRs with a direct impact on LWIP feature: R2-169142, R2-169143, R2-169144 and R2-169145.  
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A major change introduced by these CRs is that LWIPEP encapsulation is used now for both UL and DL data traffic. Traffic over non-3GPP access is separated per DRBs based on marking on the associated GRE header.
Furthermore, RAN3 has been working in defining a control and user plane interface between the LWIP-SeGW and eNB based on the SA3 request. 
One possible alternative for this interface is the extension of the Xw interface for LWIP. If such an interface is made available then other operations (eg bearer setup over the non-3GPP Access) may be available for LWIP feature. Such operations are triggered by the eNB and initiated in the WLAN access by the LWIP-SeGW.
Based on these observation we believe that the following changes may be needed to the current SA3 specifications:

1. The transport of all PDCP SDUs over WLAN Access is done using a single IPSec tunnel in tunnel mode. Considering that the PDCP SDUs that are transported between the UE and LWIP-SeGW are all GRE encapsulated payloads (Layer 4 PDUs) a more suitable mode of using the IPSec is in transport mode. 
We propose the update of the specification to indicate the use of the IPSec between UE and LWIP-SeGW in transport mode.
2. Using the new interface the eNB may provide traffic selectors and QoS related information with regard to the packet treatment of the LWIP PDCP PDUs. QoS and traffic differentiation over the WLAN access can be provided  using both 1) DSCP packet marking and over the air traffic differentiation and 2) associating all packets with the same QoS treatment in a single tunnel. 
When triggered by the eNB to setup a DRB corresponding to a given QoS level and traffic selector, the LWIP-SeGW shall be able to: 1) using IKEv2, create a SA between the UE and LWIP-SeGW for all the traffic matching the traffic selector. 
We propose the update of the specification to indicate the use of one or more SAs between an UE and LWIP-SeGW. The negotiation of an SA between the UE and LWIP-SeGW uses regular IKEv2 procedure.
Proposals

We propose the following:

Proposal 1: An update of the specification to indicate the use of the IPSec between UE and LWIP-SeGW in transport mode.

Proposal 2: An update of the specification to indicate the use of one or more SAs between an UE and LWIP-SeGW.
We suggest this work to be done as a TEI-14 during the SA3#86-Bis.
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