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Abstract of the contribution: The following contribution proposes a consolidation of different untrusted non 3GPP access solutions.
1 Introduction 

Currently untrusted non 3GPP access solutions are distributed in different clauses. For better readability and clarity, it is better to collect all untrusted non 3GPP solutions in one clause. Currently one solution is captured under 5.3.4.4.  Another solution in 5.3.4.10 and yet another one in 5.3.4.20. It is suggested to move all solutions on untrusted non 3GPP access in to architecture area 5.1.4.  Following are the movement suggested to the three solutions,
1) Current text at 5.3.4.4, delete and move to 5.1.4.a
2) Current text at 5.3.4.10, delete and move to 5.1.4.b
3) Current text at 5.3.4.20, delete and move to 5.1.4.c
4) Function names NGPDG and N3ASF changed to N3IWF 
********************************* start of 1st change ************************************
5.3.4.4 
Solution #3.4: void
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****************************************** end of first change ****************************

******************************** start of second change ************************************

5.1.4.a 
Solution #1.a: Untrusted non-3GPP access
5.1.4.a.1 
Introduction  

This solution addresses key issue #3.9 on "Untrusted non-3GPP access". It also relates to key issue #2.1 "Authentication framework".

5.1.4.a.2
 Solution details  

Architectural aspects: 

The key issue states. "... an additional layer of security on top of whatever security is provided in the access network is required. This additional layer needs to extend between the UE and an entity considered trusted by the core network. "

We name this entity Next Generation Packet Data Gateway (NG-PDG). 

The NG-PDG has the following interfaces: 

· The NG-PDG exchanges IP packets with the UE across the untrusted access network.

· The NG-PDG exchanges signalling messages over IP with one or more control plane functions in the NG core. For simplicity, for the purposes of the present solution we subsume these control plane functions under the name Core Control Function (CCF). The CCF, in general, includes Mobility Management Function (MMF), Session Management Function (SMF), Security Anchor Function (SEAF), and Security Context Management Function (SCMF). 

Editor's Note: This solution does not take a stance on whether reference points should be defined between the various functions subsumed under CCF. This is for SA2 to decide.

· The NG-PDG exchanges user data over IP with user plane function UPF in the NG core.

Editor's Note: it is ffs whether NG-PDG is located in serving network or home network or both. 

Protocol aspects: 

· The additional layer of security between UE and NG-PDG is provided by IPsec. 

· IKEv2 is used to establish IPsec security associations between UE (IKEv2 initiator) and NG-PDG (IKEv2 responder).

· UE authentication is achieved using IKEv2 procedures using either a valid anchor key available at the SEAF or EAP methods. An anchor key is the intermediate key received by the SEAF from AUSF as a result of the NG-UE authentication process.

NOTE: The use of an anchor key for IKEv2 authentication detailed below is an enchancement that avoids the need for full EAP authentication is an optimization Therefore, these enhancements can be considered as a solution variant.

Editor's Note: IKEv2 requires the use of certificates on the responder side to mitigate the so-called lying NAS (Network Access Server) problem. (This problem is better known in 3GPP as serving/access network impersonation). It is ffs whether an appropriate use of EAP-AKA' , together with IKEv2, could obviate the need for responder certificates as EAP-AKA' already provides access network authentication.


[image: image2.emf]UE

Untrusted 

Access

NG-PDG

UPF

IPsec

C-Plane

U Plane

CCF


Figure 5.1.4.a-1: 

Procedural aspects: 

· The UE establishes IP connectivity with the access network. How this is done is not within 3GPP remit. 

· The UE determines that the access network is untrusted.

NOTE: Rules for such a determination can be found in TSs 33.402 and 23.402. 

· The UE initiates IKEv2 with the NG-PDG.

Editor's Note: It is ffs which parameters the UE should include in various IKEv2 messages (e.g. configuration payload to obtain IP addresses). This will also be determined by needs expressed by SA2 and CT1.

· UE sends the IKE_AUTH request to the NG-PDG by including Identity of the UE in the IDi payload. The Identity, formatted as an NAI, includes either a UE temporary identifier that points to a valid anchor key at the SEAF (in which case the AUTH payload is included and is generated using a key derived that is bound to the NG-PDG from the anchor key) or an UE identifier that resolves to the permanent subscription identifier at the AUSF (in which case the AUTH payload is not included). The realm part of the Identity is used by the NG-PDG for routing to the SEAF in the CCF. Furthermore, it is also assumed that the Identity includes information to identify the authentication method (e.g., similar to the way NAIs are formatted for non-3GPP access in clause 19.3 of TS 23.003).  

· The NG-PDG sends Key Request (Identity, Indication of whether AUTH payload included) message to the SEAF part of the CCF. 

Editor's Note: The above bullet expresses the security needs. In the interest of an access-agnostic mobility management framework, this initial message sent from the NG-PDG to the CCF could take the form of a generic Attach request. This is, however, for SA2 to decide. 

· If a valid anchor key is available at the SEAF and can be used, the SEAF derives a key that is bound to the NG-PDG and sends it in a Key Response message to the NG-PDG and the NG-PDG uses it as a preshared key for the verification of the AUTH payload and establishment of IPsec security association between the UE and NG-PDG. If AUTH verification fails, the IKE_AUTH procedure is rejected and the UE may retry IKEv2 authentication without including the AUTH payload in the IKE_AUTH message. Otherwise (i.e., SEAF has determined that a new EAP authentication is required), the SEAF sends the EAP Identity Response message to the AUSF. 
NOTE: In IKEv2, the omission of AUTH payload by the initiator is used as an indication to the responder to start the EAP authentication. In this solution, the decision of whether to start EAP authentication is left to the SEAF rather than the IKEv2 responder.

· Based on the received UE identity, the AUSF determines the EAP method to be used and initiates EAP method specific message exchanges (including, if required, EAP-method specific Identity request/response exchange) with the UE with the SEAF performing the functions of a 3GPP AAA proxy, as defined in TS 23.402, as far as proxying EAP messages between NG-PDG and AUSF (which takes the role of EAP server) is concerned. 

· At the end of the EAP authentication process, the SEAF sends (possibly via another function in the CCF) the EAP Success message and a key to the NG-PDG. 

· The NG-PDG uses this key to complete the authentication of the UE within IKEv2. 

· The UE and the NG-PDG complete the establishment of an IPsec security association. 

· IP packets protected between the UE and the NG-PDG can now be exchanged between the UE and the NG core. These include user plane packets as well as NAS messages sent over IP.

Editor's Note: It is ffs by SA2 whether any further NAS messages need to be sent.

Editor's Note: It is ffs whether there are security implications of IP address assignment. IP address assignment as such is within the remit of SA2 and CT1.

Security context management aspects: 

· The SEAF, by its definition, receives key from the AUSF. This s the anchor key, from which further keys are derived. 
· The SEAF takes an active role in key delivery: when the SEAF receives the anchor key from the AUSF, the SEAF requests the SCMF to derive a key from the anchor key and return it to the SEAF. The derived key is bound to the identity of the NG-PDG. The derived key is delivered to the NG-PDG, together with the EAP Success message if EAP authentication was performed. 

NOTE: 
For the purposes of IKEv2 between UE and NG-PDG, the derived key takes the role of either preshared key for IKEv2 UE authentication or of  that MSK takes in 33.402, clause 8. 

Editor's Note: Re-use of anchor key over multiple instances of untrusted access is ffs. One solution to consider is EAP-Re-authentication (ERP). 

Editor's Note: it is ffs whether EMSK should be used to derive the anchor key instead of using MSK as the anchor key in case an EAP method other than EAP-AKA' is used (to achieve serving network binding).

· The UE performs a corresponding key derivation of derived key from the anchor key. 

· In case, NAS messages are sent after the establishment of an IPsec security association then they can be protected as follows: 
· Use of NAS layer security: The SCMF derives NAS keys from the anchor key MSK and delivers the NAS keys to the MMF and SMF, as appropriate. This would be in line with an access-agnostic handling of NAS security. It would have the downside, though, of double protection, by IPsec and by NAS security. This may be acceptable, though, as signalling messages are rare.
Editor's Note: The possibility of protecting NAS messages by some form of IP address binding is ffs.

5.1.4.a.3
Evaluation

******************************* end of second change ***********************************

***************************** start of 3rd change ****************************************

5.3.4.10
Solution #3.10: void









































***********************************end of 3rd changes *********************************************

*************************** start of 4th change ******************************************

5.1.4.b 
Solution #5.1.4.b: Authentication and Key Agreement procedure for untrusted non-3GPP Access

5.1.4.b.0
General

The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture are specified in the TR 23.799. 
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Figure 5.1.4.b.0-1
A standalone non-3GPP access may support both trusted and untrusted non-3GPP accesses. However, currently, only untrusted non-3GPP accesses are considered. Trusted non-3GPP accesses will be discussed at a later phase of this work.

In this release, it is assumed that UEs that access the NextGen CN over non-3GPP access utilizes the 3GPP NAS signaling.
Over untrusted non-3GPP access: 

a. The UE discovers and selects the N3IWF with the same procedure as the ePDG selection in TS 23.402.
b. The UE uses IKEv2 to establish an IPsec tunnel with the selected NGPDG. During this IPsec tunnel establishment, the UE is authenticated to the NextGen CN via NG2.

c. After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and NG2. The N3IWF transparently forwards the NAS messages via NG2.
d. IKE and IPsec are used on the interface between the UE and the N3IWF, but additional protocols may be used if needed. 

e. Regardless how many PDU sessions the UE has, there is only one IKE security association between the UE and N3IWF.
5.1.4.b.2.1
Solution Overview 

As shown in Figure 5.1.4.b.2.1-1, upon successful IP connection of a UE to a non-3GPP access followed by N3IWF discovery, the UE starts the IKEv2/EAP-AKA’ protocol exchange to establish an IPsec Tunnel with N3IWF.  During the establishment of the IPsec tunnel, N3IWF start a 3GPP attached procedure over NG2 on behalf of the UE and attached the UE to NextGen core. The UE sends 3GPP attach parameters to N3IWF, embedded in IKEv2/EAP-AKA’ messages during the IPsec tunnel establishment.
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Figure 5.1.4.b.2.1-1: High-level Control Plane Procedure for Untrusted non-3GPP Access

Figure 5.1.4.b.2.1-2 depicts the protocol stack for Untrusted non-3GPP access.

[image: image10.emf]EAP method

IKEv2

IPv4/v6

WLAN

IKEv2

NG2

Lower

Layers

NG2

Lower

Layers

Un-Trusted

WLAN

Access

Network

NG2

NWu

AMF/SEAF N3IWF UE

EAP

EAP

UDP UDP

NG2-AP NG2-AP

IWF

(using NAS 

signaling)

NAS

Lower

Layers

Diameter

Lower

Layers

EAP

AUSF

EAP 

method

CP Functions

NAS

Adaptation 

Layer

Diameter

IPv4/v6

L2/L1


Figure 5.1.4.b.2.1-2: Control Plane Protocol Stack for untrusted non-3GPP Access

Editor’s Note:  UE and non-3GPP connectivity and N3WIF discovery are outside the scope of this solution. 

After successful attach / NAS authentication and establishment of IPsec tunnel between the UE and N3IWF, the UE sends NAS messages to N3IWF via the IPsec tunnel which is relayed to the NAS layer CP function over NG1 – as shown in the figure 5.1.4.b.2.1-3
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Figure 5.1.4.b.2.1-3: NAS Encapsulation within IPsec Tunnel for non-3GPP Access

5.1.4.b.2.3
Attach Procedure via Untrusted non-3GPP Access

Editor’s Note: It is FFS whether there is any impact on IETF EAP RCSs or EAP-AKA’ RFC
Editor’s Note: It is FFS whether this solution can support authentication methods other than EAP-AKA’

This section describes the Attach procedure with flow between the UE and CP function for Untrusted non-3GPP access, as depicted in Figure 5.1.4.b.2.2-1.
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Figure 5.1.4.b.2.2-1: Attach Procedure via Untrusted WLAN using NG2 interface with EAP-AKA’ 

1.
The UE discovers and associates with the WLAN. Any non-3GPP authentication method can be used, e.g. no authentication (in the case of a free WLAN), EAP with a pre-shared key, username/password, etc. When the UE decides to connect to NextGen core, the UE discovers the IP address of N3IWF by executing the existing procedure for ePDG discovery and proceeds with the establishment of an IPsec tunnel as discussed below.
2.
The normal IKEv2 signaling initiates as per RFC7296 (IKEv2) and RFC5998 (EAP-only authentication in IKEv2). The N3IWF behaves as EAP authenticator and retrieves the identity of the UE (step 2d). 

3.  N3IWF constructs an Attach Request (identity, type) message on behalf of the UE and sends this message to the CP functions over NG2 interface. The identity IE includes the identity received in step 2d and the type IE indicates that this is an attach request over untrusted non-3GPP access, and it may also indicate which EAP method is to be used. The UE sends to N3IWF the information required to create the Attach Request by including the appropriate attributes in message 2d (EAP-RES/AKA-Identity).   Upon processing the Attach-Request messages, CP function forwards the Identity payload to AUSF over AAA interface.

4.  The AUSF (implementing EAP server) sends Authentication Request (AKA-Challenge) to CP Function which in turn relays the payload in  AuthRequest to N3IWF over NG2 interface.  This will trigger N3IWF to start IKV2/EAP-AKA Challenge Request / Response message with UE.  Upon receipt of IKv2/EAP-AKA Challenge response from UE, N3IWF creates NAS AuthResponse (AKA-Challenge) message to CP function. Upon processing the  Auth-Response messages, CP function forwards the AKA-Challenge response  to AUSF over AAA interface.

5.
Upon verification of AuthResponse (AKA-challenge), AUSF sends Success message to CP function over AAA interface.  CP function sends Attach-Accept (Security-Context[MSK]) message to N3IWF.  Then this triggers N3IWF to send an IKEv2 Authentication-Response & Request exchange with UE.   Upon receipt of IKEv2 Authentication Request / EAP-AKA Notification, N3IWF sends Attach Complete to CP function, and IKEv2 / EAP-Success to UE.

6.  Upon a successful Attach with EPS-AKA procedure, an IPsec SA is established between the UE and N3IWF.  As part of IKEv2 phase 2, in addition to an IPsec SA, the UE also receives an internal IP address that it will be bounded to this IPsec SA.  The internal IP address will be used as a source IP address for IP packets carrying NAS messages from UE to CP – also referred to as NAS bearer.
5.1.4.b.2.3
Evaluation

Editor’s Note: Evaluation for this solution is FFS.

**************************** end of 4th change *****************************************
*************************************** start of 5th change ************************************

5.2.4.20
Solution #2.20:  void













































***************************************** end of 5th change ***********************************

************************************ start of 6th change ************************************

5.1.4.c.
Solution #1.4.c: Authentication and Key agreement procedure for NextGen architecture with stand-alone non-3GPP access
5.1.4.c.1
Solution Overview 

Upon successful IP connection of the UE to a non-3GPP access followed by N3IWF Gateway discovery, the UE starts the IKEv2 protocol exchange with N3IWF gateway to encapsulate 3GPP NAS messages used for the Attach procedure with EPS AKA messages between the UE and CP function as shown in Figure 5.1.4.c.1-1.
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Figure 5.1.4.c.1-1: High-level 3GPP EAP-AKA flow for Non-3GPP Access 
As shown in Figure 5.1.4.c.1-2, 3GPP Attach messages from the UE to N3IWF are encapsulated inside IKEv2/EAP.  The N3IWF decapsulates Attach message received from the UE, and forwards it to the CP function over NG2 interface.  And the reversed flow works similarly over NG2 interface from CP function to the N3IWF, and IKEv2/EAP encapsulation over IP interface from the the N3IWF to the UE.
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Figure 5.1.4.c.1-2: IKEv2/EAP Protocol Stack for non-3GPP Access 
Editor’s Note:  UE and non-3GPP connectivity and N3IWF discovery is outside the scope of this solution. 

Upon successful completion of the 3GPP Attach procedure with EPS AKA, the security association between the UE and CP, and the UE and N3IWF are established.  The UE-CP security association used for protecting end-2-end control plane message exchanges between the UE and CP. And UE-N3IWF security association is used for establishing IPsec tunnel between the UE and N3IWF.  

The security mode message exchanges between the UE and CP may stay the same as defined in the Attach procedure with EPS AKA for 3GPP access.  The security mode message exchanges between UE and eNB as defined in the Attach procedure with EPS-AKA for 3GPP access shall be skipped – this will be done as part of IKEv2 protocol. 

Editor’s Note:  New EAP method needs to be defined to carry 3GPP Attach messages inside IKEv2.

Editor’s Note:  The security of NG2 and NG3 interfaces are outside the scope of this solution.

5.1.4.c.1.2
Attach Procedure with EPS-AKA for non-3GPP Access

This section describes the Attach procedure with EPS-AKA flow between the UE and CP function. Figure 5.1.4.c.1.2-1 describes the Attach procedure with EPS-AKA via non-3GPP access.  

Editor’s Note:  It is FFS whether a different AKA method from EPS-AKA is to be used for NextGen.
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Figure 5.1.4.c.1.2-1: Attach with EPS-AKA flow for Non-3GPP Access
The Attach with EPS-AKA flow for Non-3GPP access is as follows:

1.
Before attempting IKEv2 connection establishment, the UE first needs to discover a N3IWF. This is achieved by configuring in the UE one or more of the following:

-
An IP address (or set of IP addresses) of N3IWF node(s).

-
An FQDN (or set of FQDNs) that can be resolved into IP address of a N3IWF.
-
using DHCP configuration.
2.
UE sends IKE_AUTH Request

3.  N3IWF triggers Auth request using EAP-REQ 

4.  UE sends Attach request encapsulated inside EAP-RSP.

5.
The N3IWF forwards the request to the CP Functions

6-8. CP Functions Derives key material and retrieves Authentication Vectors for generating key material from Authentication Entity e.g. AAA or HSS. Authentication Entity also generates UE-CP Security association which is installed by CP-Functions.

9-10.
N3IWF responds with an IKE_AUTH Response including the NAS authentication request. Payload contains the Authentication vectors for key derivation.

11.  UE generates UE-CP-SA using Authentication vectors received as part of Authentication Request

12.
 The UE sends the IKE_AUTH Request with response to AKA challenge

13.
 The N3IWF processes the EAP request and Authentication response over NG2 to the CP Functions. 

14.  CP Functions verify response and continue attach procedure.

15, 16. Step 15 provides the access independent security context that is to be used by the N3IWF to derive keying material for the protection of the N3-ASF connection. UE-N3IWF-SA is installed in step 16.
17, 18. 
The CP Functions complete the authentication procedure towards the UE and provides the security context for the UE, including the generic attach security context and the security context for the setup of the IPsec Tunnel. The CP functions forward the security context for the establishment of the IPsec Tunnel over NG2 to the N3IWF
19, 20. Upon successful completion of the Attach procedure with EPS-AKA, the security association between the UE and CP function is established.   
Upon a successful Attach with EPS-AKA procedure, an IPsec SA is established between the UE and N3IWF.  As part of IKEv2 phase 2, in addition to an IPsec SA the UE also receives an inner IP address that it will be bounded to this IPsec SA.  The inner IP address will be used as a source IP address for IP packets carrying NAS messages from UE to CP – also referred to as NAS bearer.

The UE uses the same IPsec tunnel to route control and user plane traffic to the core network.   When the UE performs the detach procedure, the UE and N3IWF shall release the IPsec tunnel.

5.1.4.c.3
Evaluation

Editor’s Note: Evalutaion content is FFS.

Editor’s Note:  Clarification is needed how IKEv2 could be successfully completed and IPsec SAs can be set up using EPS AKA, and not any EAP method for authentication of UE in its role as IKE initiator.

Editor’s Note: It is ffs how an entire Attach request message can be included in an EAP Identity response message. 

Editor’s Note: It is ffs how the definition of a new EAP method could help as the EAP Identity response message is EAP method independent.

Editor’s Note:  It needs to be clarified why NAS Attach/authentication messages needs to be carried over EAP.

************************************ end of 6th change  *************************************
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4c. IKE_AUTH Response (EAP-REQ/AKA-Challenge[AKA-Challenge>])


5f. IKE_AUTH Response [ EAP-Success]


4d. IKE_AUTH Request (EAP-RSP/AKA-Challenge[ AKA-Challenge])


3.a [NG2] Initial UE Message (Attach Request[identity, type])


2b. IKE_AUTH Request [Header, User ID]
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4a. [NG2] Auth Request <AKA-Challenge>)


4c. IKE_AUTH Response (EAP-REQ/AKA-Challenge[AKA-Challenge>])


5f. IKE_AUTH Response [ EAP-Success]


4d. IKE_AUTH Request (EAP-RSP/AKA-Challenge[ AKA-Challenge])


3.a [NG2] Initial UE Message (Attach Request[identity, type])


2b. IKE_AUTH Request [Header, User ID]
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9. [NG2] DL NAS Transport (Auth Request <AKA vectors>)


10. IKE_AUTH Response [Header, N3ASF ID, EAP-REQ / Auth Request <AKA vectors>]


21. IKE_AUTH Response [Header, EAP-Success]


12. IKE_AUTH Request [Header, EAP-RSP / Auth Response <AKA response to the challenge)]


5. [NG2] Initial UE Message (Attach Request)


2. IKE_AUTH Request [Header, User ID]
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