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1
Decision/action requested

This pCR proposes to remove EAP-TLS public/private key pairs from the examples of long term-security credentials stored in ARPF in the section 5.2.1.2 of TR33.899.
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3
Rationale

ARPF stores the long-term security credentials used in authentication and executes any cryptographic algorithms. ARPF and AUSF have been determined to be deployed separately in SA2 [1]. According to the 3GPP TR 33.899, in the introduction of the ARPF, the example shows that long term-security credentials include public / private key pairs in EAP-TLS. Since EAP-TLS authentication is a type of EAP authentication, the authentication server is located on AUSF. Therefore, the public / private key pairs in EAP-TLS are stored in AUSF instead of ARPF. So this part of the example should be deleted.
4
Detailed proposal

***********************Start of the first change************************
5.2.1.2
Authentication-related functions

In the following, four authentication-related functions in the core network are defined: 

-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)The interaction of all four functions is required to provide authentication between the NG-UE and the NG 3GPP network. 

Authentication Credential Repository and Processing Function (ARPF)

This function stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.

Examples:
-
Long term-security credentials include shared permanent secrets such as the key K in EPS AKA or EAP-AKA as well as public / private key pairs e.g in EAP-TLS.
-
In the case of AKA-based authentication (EPS AKA or EAP-AKA or EAP-AKA’), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.
Editor's Note: It is ffs whether authentication methods based on public-key mechanisms will be used in NextGen. 

Editor's Note: It is ffs whether the secure environment, in which the ARPF resides, shall be required to be tamper-resistant.  

***********************End of the first change*************************
