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Abstract of the contribution:
This pCR proposes to add within 3GPP TS 33.250 a requirement on the unpredictable TEID  generated by the PGW.

1. Discussion
According to TS 23.060, a Tunnel Endpoint Identifier (TEID) is used by the GPRS tunnelling protocol, to identify a tunnel endpoint in the receiving GTP‑C or GTP‑U protocol entity. 

The TEID is a unique identifier within one IP address of a logical node, i.e. RNC, BSC, SGSN, S‑GW, P‑GW or GGSN, which has meaning only within the GTP protocol. 

The paper [1] describes an attack (i.e. the Attack Idea) aiming to setup a full Man In The Middle (MITM) by spoofing a SGSN and a GGSN. The effect of this attack is  data communication interception of  one or more victims. 
Infact, in order to perform the MITM attack, as stated in [1], the attacker:

· Claims towards the serving SGSN being the valid GGSN and
· Claims towards the real GGSN being a new SGSN which the victim  has moved to. 


Figure 1: MITM attack scenario over GRX
Pre-condition to make this attack successful is the knowledge for the attacker of:

· the victim’s IMSI
· the IP address of the real SGSN and
· the TEID used by the real SGSN (i.e. the TEID set by the real SGSN in the CreatePDPContext message).

While several techniques can be used by the attacker to retrieve the IMSI and SGSN IP Address (e.g. based on SS7 signalling), more difficult is to get the current TEID set by the SGSN since the TEID, created within the CreatePDPContext,  should be only accessible if  the attacker is already in the middle. 
But, as stated in [1], for a bug in some SGSN implementations, the TEID can be guessable and consequently it can be used to perform this MITM attack by hijacking a valid GTP session. 
For this reason, we believe that the TEID should be dynamically generated and unpredictable, to address this threat and mitigate the risk of this type of attacks.
If the above depicted not unpredictable TEID vulnerability is exploited the victim would be exposed to the following Generic threats, described in TR 33.926:  

· 5.3.3.7   Spoofing identity: Eavesdropping, 
· 5.3.6.14 Information disclosure: Eavesdropping 
· and 5.3.7.2  Denial of service: Implementation Flaw. 
Based on the rationale above, this pCR proposes to add within 3GPP TS 33.250 a requirement on the unpredictable TEID generated by the PGW. 
1.1. References

[1] https://events.ccc.de/camp/2015/Fahrplan/system/attachments/2649/original/CCCamp-SRLabs-Advanced_Interconnect_Attacks.v1.pdf

2. Concrete proposal

5.2.3.5
Protecting sessions

Editor's Note: This clause will describe there are no PGW-specific or PGW specific additions to clause 5.2.3.5 of TS 33.117. The PGW-specific security requirements and related test cases will be described in detail if the requirements are PGW-specific

Beginning of Change

5.2.3.5.1 Unpredictable GTP TEID 

Requirement Name: Unpredictable GTP TEID
Requirement Description:

The TEID used in the GTP-C as well as in the GTP-U protocol shall be a unpredictable number in order to provide a protection against certain attacks like GTP session hijacking or spoofing.

 Security Objective references: tba

Test case: tba
End of Change
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1. SGSNContextRequest(IMSI)
2. SGSNContextResponse(TEID->, GGSN FQDN): Retrieve the IP of the real GGSN
3. UpDatePDPContextRequest (TEID->): Claim to be the new SGSN serving the victim

4. UpDatePDPContextRequest (TEID<): Set the attacker IP as the new GGSN IP



