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Abstract of the contribution: This pCR addresses some editor’s notes in key issue #2.2.
1. Introduction

The current text of Key Issue #2.2 includes two editor’s notes: one is in the Security Threats clause (Editor's note: reword into third person language), while the other is in the Potential Security Requirements clause (Editor's Note: The text below should be re-written as requirements).  This pCR addresses these editor’s notes.  It also takes account of some additional implications of long term secret key leakage (the existing text only talks about eavesdropping, but there are other potential attacks).
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.3.2
Key Issue #2.2: Reducing the impact of secret key leakage

5.2.3.2.1
Key issue details

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – we will call it Ki here). 

The fundamental security assumption is that the attacker does not know Ki.  But if this security assumption fails, the loss of security is catastrophic.  

Ki might leak to an attacker for a number of reasons, e.g.:

a.
hacking at the factory (SIM vendor or subscription manager) where Ki is generated

b.
hacking of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator

c.
hacking into the mobile operators

d.
insider attack at a mobile operator or SIM vendor

e.
local attack (e.g. side channel) on the SIM card in the supply chain

f.
local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer

Operators and vendors should of course try to prevent any of (a) – (f) from happening.

5.2.3.2.2
Security threats 





Consider an attacker who wants to listen to a target user's phone calls.  Assume that this attacker knows the authentication algorithm on the target user's USIM; some operators have proprietary algorithms, and some algorithms use additional secret constants, but these are all global secrets, and (following Kerckhoff’s principle) we must assume that they will not remain secret from a determined attacker.  (They may add extra security, and make the attacker's life harder, but the security of the NextGen system cannot rely on that.)

If the attacker also knows the target user's Ki, then intercepting and decrypting the target's calls becomes easy for the attacker, and completely passive.  The attacker does not need to set up a false base station, or man-in-the-middle, or anything like that.  The attacker simply listens out for the authentication challenge sent from the network to the target device, and extracts RAND; he/she feeds RAND and Ki into the algorithm, and can compute the same radio interface encryption key (session key) that the target device has.  

By such straightforward, passive means the attacker can:

-
decrypt user plane traffic (uplink or downlink);

-
decrypt user plane traffic from any sessions that he recorded before learning the target user's Ki (assuming that the recording includes the authentication challenge);

-
decrypt control plane messages, which may also include sensitive information (such as the assignment of new temporary identifiers).

Extending to a more active attack, the attacker can also:

-
pose as a serving network, and trick the target user into attaching to that false network, with all the further attack opportunities that this implies (e.g. phishing, or delivering malware to the target);

-
pose as the target user, to carry out fraud.

-
launch an active man-in-the-middle attack to tamper with data being transferred between UE and the network.  

5.2.3.2.3
Potential security requirements


· 

It will be very difficult to achieve really robust security against an attacker who knows all of the secret keys and algorithms that a subscription is using.  But we can make sure that the attacks would be much harder in practice.  Realistic requirements are thus:

-
An attacker, even if he/she knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription. That is, anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen.

-
Likewise, an attacker, even if he/she knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out an active man-in-the-middle attack in order to spoof uplink or downlink traffic from/to that subscriber.

-
The system provides forward secrecy, in the sense that an attacker learning Ki at any time should not be able to decrypt earlier encrypted radio interface traffic that that they may have recorded.
More ambitious goals are:

-
An attacker who knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using cannot eavesdrop on that subscriber or tamper with data being transferred between UE and the network even by means of an active (e.g. man-in-the-middle) attack.
-
An attacker who knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using can still not carry out a false base station attack against that subscriber.
~ ~ ~ End of first text proposal ~ ~ ~
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