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Introduction 

SA2 has following interim agreement:
1. A UE may provide network slice selection assistance information (NSSAI) consisting of a set of parameters to the network to select the set of RAN and CN part of the network slice instances (NSIs) for the UE.
2. If the UE has been provided a Configured or Accepted NSSAI for the ID of the PLMN that the UE accesses, the UE provides this NSSAI in RRC and NAS.

3. If a network deploys network slicing, then it may use UE provided network slice selection assistance information to select a network slice. In addition, the UE capabilities and UE subscription data may be used.
From above, we can conclude that when UE initial attach to a PLMN, it will not provide NSSAI if it has no Configured NSSAI. The network needs to be able determine the selected slice(s) based on the UE provided NSSAI (if exist), UE capabilities, and UE subscription slice information. After initial attach, if UE has a Configured or Accepted NSSAI, it will provide it in proper RRC and NAS messages.
Proposed pCR

***
BEGIN OF CHANGES
***
5.8.4.5
Solution #8.5: UE access network and slices
5.8.4.5.1
Introduction

This solution addresses key issue #8.3 Security on UEs’ access to slices and #8.2 Security mechanism differentiation for network slices.












5.8.4.5.2
Solution details
The network slices are created and owned by the MNO, or by third party. The network slices owned by the MNO can be tenanted by the MNO itself, or can be tenanted by third party. It is possible that some third parties trust the MNO to handle their credentials. Therefore, the MNO may deploy a Common ARPF, which handles multiple credentials for a user accessing the network as well as accessing network slice(s) (the storage still can be distributed for safety). For the credential provided by the MNO in the Common ARPF, it can serve for accessing network as well as accessing network slice(s) tenanted by the MNO, and for the credential provided by a third party in the Common ARPF, it serves for accessing slice(s) tenanted by the third party. The slice ARPF is different from the Common ARPF, which does not serve for accessing network, but only serves for accessing network slice(s).
The following figure 5.8.4.5.2-1 shows an example of credentials storage case in the Common ARPF, in which the credential A is provided by the MNO and serves for accessing network as well as accessing multiple slices, and some security contexts of the network and slice(s) served by the credential A may share security keys:
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Figure 5.8.4.5.2-1 Credentials storage case in the Common ARPF 
The security context has CN part and AN part, and each part has intermediate keys (e.g. Kasme or Kenb in LTE), CP keys (keys for integrity and confidentiality for C-Plan), and UP keys (keys for integrity and confidentiality for U-Plan).

5.8.4.5.2.1
Attach procedure
Following figure 5.8.4.5.2.1-1 shows the attach procedure for UE access network and slices:
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Figure 5.8.4.5.2.1-1 Attach procedure

Editor’s Note: It is assumed that SEAF is collocated with AMF. It is FFS whether SEAF can be a stand-alone network function, or whether it can be collocated with other NFs.

Network Access Phase:

Step 1: The NG-UE sends an Attach Request (IMSI/Temp-ID[, requested NSSAI]) message to the RAN, carrying IMSI if Temp-ID is not available, or Temp-ID if available. NSSAI is network slice selection association information, the requested NSSAI is optional. RAN forwards the attach request to the Default AMF.
Step 2: The Default AMF notifies the SEAF to trigger network authentication procedure with the NG-UE. The SEAF sends a Network Authentication Data Request (IMSI) message to the AUSF.
Step 3: The AUSF interact with the Common APRF to get AVs, and may get home-slice-sec-policy. The AUSF may interact with the UDM to get subscribed slice information. The home-slice-sec-policy indicates how to derive slice specific keys per the NG-UE. The home-slice-sec-policy includes derivation parameters (e.g. RAND, SQN, etc.) for slice specific keys derivation per the NG-UE for those slices served by the Common APRF, and also includes indication of whether a slice specific key needs to be derived based on whether the slice shares keys with other slice(s) or network (e.g. whether master key of the slice can be shared with other slices). The AUSF sends a Network Authentication Data Response (AVs[, home-slice-sec-policy, subscribed slice information]) message to the SEAF. The home-slice-sec-policy and the subscribed slice information are optional.

Step 4: The SEAF sends a Network User Authentication Request (AUTN, RAND) message to the NG-UE.

Step 5: The NG-UE sends a Network User Authentication Response (RES) message to the SEAF. The SEAF checks the RES to authenticate the NG-UE. If authentication is successful, then continue, otherwise, stop.

Step 6: The network slice selection function (NSSF) determines the selected slices based on the received requested NSSAI, UE capabilities, and the subscribed slice information. The NSSF determines whether to forward the attach request to a Serving AMF or not. If not, Default AMF becomes Serving AMF and skip step 7 and 8a, and proceed to 8b, 9b, 10b, and 12.

Step 7: The NSSF sends a Forward Attach Request (IMSI, requested NSSAI, MM Context[, home-slice-sec-policy]) message to the Serving AMF. The requested NSSAI is generated by NSSF. The home-slice-sec-policy is optional. The MM Context includes CN master keys (similar as Kasme in LTE) for slices served by the Common ARPF, proceed to 8a, 9a, 10a, 11 and 12.

Step 8a/b: The SEAF performs network NAS SMC procedure, i.e. Security Mode Command does not include slice information. The NG-UE and the SEAF derive CN keys of the network security context per the NG-UE. The following NG1 messages will be integrity and confidentiality protected with the network security context.

Slice Access Phase:

Step 9a/b: Based on the security mechanism policy of the slice(s) selected by the NSSF, the SEAF determines whether slice authentication procedure(s) are needed or not. If not, then continuing to step 11 or 12 based on whether the attach request is forwarded or not

Step 10a/b: The SEAF performs optional slice authentication procedure(s) with the NG-UE (e.g. the selected slice(s) have a dedicated slice ARPF).

Step 11: If the Serving AMF received  the attach request which is forwarded by the NSSF as described in step 7 above, then the serving AMF sends a Forward Attach Accept (new Temp-ID, accepted NSSAI, visit-slice-sec-policy) message to the SEAF of which the  new Temp-ID is assigned by the Serving AMF.

Step 12: The AMF sends/relays an Attach Accpet (new Temp-ID, accepted NSSAI, visit-slice-sec-policy) message to the NG-UE. The visit-slice-sec-policy includes information of home-slice-sec-policy, and it may include slice security policy for the visited network, e.g. length of keys per slice, initial NAS COUNT per slice, and so on. The slice security context(s) per the NG-UE for the selected slice(s) are not available at this moment, i.e. keys for integrity and confidentiality protection per slice are not generated.
Note:
The UE can use visit-slice-sec-policy to derive keys for multiple slices without performing authentication procedure with each slice (based on trust relationship), and the visit-slice-sec-policy is delivered to the UE in secured way, e.g. ciphered.
5.8.4.5.2.2
Subsequent NG1 signalling with NAS SMC procedure (generic)
When NG-UE initiates a NG1 signalling, NAS SMC procedure may need to be performed. Following figure 5.8.4.5.2.2-1 shows the subsequent NG1 signalling with NAS SMC procedure flow:
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Figure 5.8.4.5.2.2-1 Subsequent NG1 signalling with NAS SMC procedure
Step 1: The NG-UE sends a NG1 message (Temp-ID, [requested NSSAI,] signature). The requested NSSAI is included if a specific NSI or a set of NSI(s) need to be addressed by the NAS procedure. If the procedure is not slice-specific, the requested NSSAI may not be included. If the requested NSSAI indicates a specific slice, and CN-CP integrity key for the specific slice are derived, then the signature is generated using the slice security context relate to the specific slice, otherwise, the signature is generated using the network security context. The message is routed by RAN to a proper Serving AMF/SEAF.

Step 2: The Serving AMF/SEAF determines whether a slice authentication procedure is needed or not based on the requested NSSAI, if yes, then a slice authentication procedure is performed.

Step 3: The Serving SEAF/SCMF verifies that the NG1 message is using the rule for handling signature as indicated in step 1, and determines the selected slices based on the requested NSSAI.

A)
If there’re some selected slices, then the slice NAS SMC procedure is performed, i.e. the Security Mode Command additionally includes information of the selected slices (e.g. accepted NSSAI/NSIs, and algorithms per slice), so that security protection for CN part of multiple slices can be activated with one NAS SMC procedure;

a).
If there’s only one selected slice, the Security Mode Complete is protected using slice security context related to the selected slice;

b).
Otherwise, the Security Mode Complete is protected using network security context;

B)
Otherwise, the network NAS SMC procedure is performed.

Step 4: If the NG1 message is related to session management, the Serving AMF forwards the NG1 message to a proper SMF.

Step 5: The NG1 message is handled by a proper network function, e.g. the Serving AMF or SMF.

Step 6: The SMF forwards a NG1 message (params) to the Serving AMF if the NG1 message is related to session management.

Step 7: The Serving AMF sends the NG1 message (params) to the NG-UE. If there’s only one selected slice, then information of the selected slice (e.g. accepted NSSAI/NSI) is included in the underlayer NG2 message, and the NG1 message is integrity and confidentiality protected by the slice security context related to the selected slice, otherwise, information of selected slices (e.g. accepted NSSAI/NSIs) may be included in the underlayer NG2 message, and the NG1 message is integrity and confidentiality protected by the network security context.

5.8.4.5.3
Evaluation 

The solution has the following properties:

-
It is possible to perform one authentication procedure for multiple slices, owned by MNO or by some third parties.

-
It is possible to perform one NAS SMC procedure to activate security protection for CN part of multiple slices.
-
MNO can be a trust part for some third party for handling their credentials.

-
UE first access to network then to slices.


***
END OF CHANGES***
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