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1. Background
RAN2 is evaluating the possibility to introduce a feature allowing the UE to transmit small data while in RRC_INACTIVE state i.e. without necessarily performing a full state transition to RRC_CONNECTED. RRC_INACTIVE is characterised by the following aspects captured on the TR 38.804:

RRC_INACTIVE:

-
Cell re-selection mobility;
-
CN – NR RAN connection (both C/U-planes) has been established for UE;
-
The UE AS context is stored in at least one gNB and the UE;
-
Notification is initiated by NR RAN;
-
RAN-based notification area is managed by NR RAN;
-
NR RAN knows the RAN-based notification area which the UE belongs to;
In RRC_INACTIVE the UE and the gNB where the UE was previously connected (e.g. “anchor” gNB) store the AS context including AS security context. Additionally, the CN/RAN connection is kept in RRC_INACTIVE. The UE may remain in the same cell, move to another cell from the same or from different gNB and, when UL data arrives in the UE it is considered that the UE will perform a procedure to transmit the data to the network then either remain in RRC_INACTIVE or possibly move to RRC_CONNECTED (e.g. if data is frequent and large).

Two different solutions are being considered by RAN2: Solution A) not using RRC signalling and Solution B) using RRC signalling (e.g. RRC Connection Resume Request) as the first message with data. Although it is not even certain that RAN2 will standardise any of these alternatives for NR, some security questions were raised by a number of companies.
The following scenarios are foreseen applicable when the UE in RRC_INACTIVE sends the UL data when using solution A) or B):

Scenario 1.
Network transits the UE from RRC_CONNECTED to RRC_INACTIVE and UE wants to send data in the same cell (as it was previously connected).
Scenario 2.
Network transits the UE from RRC_CONNECTED to RRC_INACTIVE and UE wants to send data in a different cell (as it was previously connected) but the cell is “covered” by the same PDCP entity (e.g. PDCP entity does not need to be relocated).
Scenario 3.
Network transits the UE from RRC_CONNECTED to RRC_INACTIVE and UE wants to send data in a different cell (as it was previously connected) and the cell is “covered” by a different PDCP entity (e.g. PDCP relocation is required).
For each of these scenarios, RAN2 respectfully asks SA3 to provide their guidance in the following questions:
Q1: In order to transmit the UL data from RRC_INACTIVE state, what is the level of security parameters in addition to encryption that the UE needs to provide to the network?

Note: RAN2 has considered that these parameters would be transmitted in the 1st message transmitting the UL data, may also require: 

Option a) -
No security parameters
Option b) -
Short MAC-I calculated from the key used in the source cell

Option c) -
Normal PDCP MAC-I (either calculated over a data or signalling message) calculated using the key used in the source cell

Option d) -
Normal PDCP MAC-I (either calculated over a data or signalling message) calculated using a new key derived in a secure way using similar Next Hop chaining concept as in LTE

Q2: Regarding encryption, is it any security risk to continue using the old encryption key to send UL and DL data in RRC_INACTIVE?

Q3: In LTE Rel-13 (based on suspend/resume), the UE always provide a MSG5 (i.e. RRC Connection Resume Complete message) encrypted and integrity protected by the new Key, which is derived using the NHCC provided in MSG4 (i.e. RRC Connection Resume message). Is there foreseen any security impacts removing MSG5 and having security via one of the following mechanisms? 
RAN2 has so far discussed the following mechanisms (other mechanisms are not necessarily precluded): 
1) -
If we only rely on the short-MAC-I provided in MSG3 ( UE is allowed to send data using old key, and then ordered back to RRC_INACTIVE.

2) -
If we rely on a Normal PDCP MAC-I send in MSG3 using a new key derived using the NHCC provided in the “RRC suspend message” ( UE is allowed to send data using new key, and then ordered back to RRC_INACTIVE.
2. Actions

RAN2 respectfully asks SA3 to provide their inputs/guidance to the questions Q1, Q2, Q3 considering the three scenarios 1,2,3, described above.
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