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Abstract of the contribution: This contribution provides the details on how MASA solution relates to Privacy security area, security area 7. It provides the details on how MASA solution provides a secure mechanism which allow permanent subscription identifier, e.g., IMSI, privacy at all times including Initial Attach Procedure, Key Issues #7.2, 7.5, and 7.6. In addition, MASA solution provides a secure mechanism which fully protects the transmission of the equipment permanent identifier at all times including Initiual attach, Key Issue#7.3.

Based on the discussion of this paper, several Editor’s Notes are proposed to be deleted as all are addressed by MASA solution, solution#2.12, especially EN, “Editor's Note: Cross referenceing with security area 7 solutions in regard to IMSI protection is ffs.”
1. Introduction & Discussion
One of the main goals for MASA solution is to address the documented security vulnerabilities against EPS-AKA. One of these vulnerabilities is the permanent subscription identifier leakage or what is being referred to as IMSI catcher attack. 

MASA solution provides a mechanism that allows the NG UE to protect its initial attach communication by encrypting the Initial Authentication Request (IAR) message by using the home network public. Within the IAR message, the NG-UE includes its IMSI and can also include its IMEI as needed.

Thus, MASA provides a secure mechanism to address key Issues 7.2, 7.3, 7.5, and 7.6 by providing a secure mechanism to protect the privacy of the permanenet subscription indentifier, e.g., IMSI, in all of the NG-UE communications including Initial Attach procedure.

Although, MASA provides a solution to protect the equipment permanent identifier (as in key issue 7.3) when the NG-UE has a valid subscription, however, MASA still does not address the case of protecting the equipment permanent identifier in the case of emergency services when the NG-UE does not have a valid subscription, assuming the same requirements of 4G emergency services still exist.
2. Proposed Changes
***************Start of Change 1****************
…………

5.2.4.12.2.2
NG-MASA Main Security Aspects

Initial Authentication: 
· Initial Authentication is executed when the NG-UE does not have any currently valid security association with the access network.

· Initial Authentication utilizes Asymmetric public key of the Home Network in addition to the subscriber symmetric key ‘K’ and other security material that is stored in the (e)UICC.

· Initial Authentication is completed in 4 messages which includes the security agreement exchange for Non-Access Stratum signaling, e.g., NAS.
· Initial Authentication utilizes the Home Network public key to encrypt the Initial Authentoication Request message and protect the subscriber identity, e.g., IMSI. 

· Initial Authentication utilizes the subscriber symmetric key ‘K’ and other security credentials to secure and protect the Initial Authentication Response (IAS) sent from the SeAN to the NG-UE.

· Mutual security agreement is derived and agreed upon between the NG-UE and Network for all signaling and user plane traffic; NAS, RRC, user plane traffic, etc. 
· The serving network public key is securely communicated to the NG-UE in the Initial Authentication Response. This SN public key is used by the NG-UE to validate network signature in odd and error case scenarios.
· Initial Authentication utilizes Asymmetric public key of the Home Network to  the Initial Authentication Request while using the subscriber symmetric key ‘K’ and other security material that is stored in the (e)UICC to secure the Initial Authentication Response (IAS) from the SeAN to the NG-UE.
· During Initial Authentication, the HSS generates the normal AV(s) and delivered to the SeAN (e.g. MME). MME follows current procedures to deliver respective AV to the NG-UE in the Initial Authentication Response. The AV is used to develop the security keying material for securing communications between the NG-UE and the serving network beyond the Initial Authentication procedure.
(Re)-Authentication: 
· This is executed when NG-UE and access network has a current valid security association but the network request the NG-UE to re-authenticate.
· It follows the current LTE 3GPP EPS-AKA mechanism when using UE Temporary Identifier only.

NOTE: 
MASA provides full concealment to subscription permanent identifier, IMSI, even during Initial attach. Therefore, MASA solution meets the potential requirements of key issues 7.2, 7.5, and 7.6.
NOTE: 
MASA provides a mechanism for full concealment to equipment permanent identifier, IMEI, even during Initial attach. Therefore, MASA solution meets the potential requirements of key issues 7.3 except in the case of emergency call that does not have a valid subscription.
………….
***************End of Change 1****************
3. Conclusion
Since MASA solution provides a secure mechanism to protect the permanent subscription identifier even during initial attach. SA3 is kindly requested to accept the changes proposed by section 2 to the TR33.899.
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