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This PCR adds and amplifies use cases and justification to Section 5.6.3.3.1, Key Issue Details.
1. Introduction

SA3 is considering reusing the EPS model of authorization, where an authorization matrix for each NG-UE is stored in its Subscriber Profile in the Home Network (HN) (3GPP TS 23.008) and is downloaded to the Serving Network (SN) following UE authentication. The SN then uses the received authorization matrix to authorize the NG-UE for access to services provisioned in its Subscriber Profile.

While the number of services in EPS is relatively small, the NextGen network will support a large number of services, which are unlikely to be all adequately fulfilled by current network architecture. NextGen networks are expected to be deployed by implementing a Network Slice (NS) architecture. Each NS will support a subset of services and a collection of NSs may be required to support a complete set of services. Furthermore, due to the deployment model where a diverse set of infra-structure providers collectively provide services of a NS, it is reasonable to expect that a network operator may provision services over infrastructure supported by multiple independent parties.

In addition, given the requirements for NS isolation, it is reasonable to expect that the security association and thus the security keys used on one NS will be isolated from the security association and security keys used in another NS. When a UE requests service, which requires assignment of a service flow through a new NS that the UE is not presently utilizing, a new security association for the new NS will need to be created together with a corresponding set of keys that are isolated and separate from any existing NS service flows, and which provide the required NS isolation. 

Use case 1. Roaming scenario

It is reasonable to assume that, although being desirable, a thorough mapping of services/slices available in the HN and in the SN during roaming is impractical. In such a case, a roaming NG-UE will be authorized only for the set of services/slices that are both, available in the SN and in the HN (i.e., provisioned in the Subscriber Profile of the roaming NG-UE.) 

In some cases, due to a very narrow or no intersection between services/slices that are available in a SN and in a HN, the roaming NG-UE may gain authorization for a very limited set of services or no services at all respectively. Such a situation, although not caused by an adversary, may be considered equal to a Denial of Service attack to the affected roaming NG-UE.

In another use case, the downloaded Subscriber Profile with the Authorization Matrix may contain the name of the service/slice that matches the name of a service/slice available in the SN. However, while the names may match exactly, the nature of the service/slice offered in the SN and to which the NG-UE is authorized in the HN may vary drastically. In such a case, the NG-UE may be authorized for a service/slice in the SN to which it was never intended to be authorized. A feasible solution to the problem outlined in this case would be to systematically standardize mappings of slice/service names to detailed description/functionality.

Use case 2. Non-Roaming scenario

In this use case a number of services/slices are provided by either 3rd Parties or by the SN MNO with some of its resources residing in virtualized networks administered by 3rd Parties. The nature of NextGen networks requires a capability to perform load balancing and agility to dynamically reconfigure itself due to, for example, one or more VNFs being relocated for load balancing or failure recovery reasons. A static authorization matrix contained in the Subscriber Profile may not work well to support the MNO network capability of dynamic reconfiguration.

In another use case, a static Subscriber profile may lead to authorization for a service with lesser security than originally desired (e.g., service requiring high platform security being moved to a VM in a different jurisdiction, e.g., foreign country). Some of the network conditions present at the time the service was first authorized and provisioned may not hold true following a dynamic reconfiguration, e.g., one or more VNFs are relocated/re-instantiated for load balancing or availability reasons.
2. PCR
****************** Begin Change *******************

5.6.3.3
Key issue #6.3: Authorization decoupled from authentication

5.6.3.3.1
Key issue details

Present 3GPP systems including EPS do not have high service granularity expected from NextGen networks. 

The diversity of services in NextGen networks, provisioned by various stakeholders, warrants separate authorization for a particular service, group of services, or a Network Slice based on service requirements, i.e., dynamic authorization. Given the diversity of services in NextGen networks, it is not feasible to provide static authorization for all services upon initial authentication.

Services in NextGen networks may be dynamically provisioned and may be provided by more than one stakeholder/service provider. Such services will require dynamic authorizations and may need to avoid redundant authentications (i.e., in cases when the identity is authenticated, trustworthy, and sufficient for authorization). Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication. 

TR 23.799 describes solution warranting authorization based on 3rd party application service provider (and, therefore requiring such authorization to be de-coupled from authentication) in Sections 6.1.2 and 6.1.2.2.3.4. In addition, Section 6.4 of TR 23.799 describes authentication (e.g., NAS authentication) happening prior to and independent from the authorization for a UE request for connectivity to a specific Data Network.
The two use cases below illustrate a possible misfit for provisioning static authorization to address the requirements for NextGen networks.
Use case 1. Roaming scenario

It is reasonable to assume that, although being desirable, a thorough mapping of services/slices available in the HN and in the SN during roaming is impractical. In such a case, a roaming NG-UE will be authorized only for the set of services/slices that are both, available in the SN and in the HN (i.e., provisioned in the Subscriber Profile of the roaming NG-UE.) 

In some cases, due to a very narrow or no intersection between services/slices that are available in a SN and in a HN, the roaming NG-UE may gain authorization for a very limited set of services or no services at all respectively. Such a situation, although not caused by an adversary, may be considered equal to a Denial of Service attack to the affected roaming NG-UE.

In another use case, the downloaded Subscriber Profile with the Authorization Matrix may contain the name of the service/slice that matches the name of a service/slice available in the SN. However, while the names may match exactly, the nature of the service/slice offered in the SN and to which the NG-UE is authorized in the HN may vary drastically. In such a case, the NG-UE may be authorized for a service/slice in the SN to which it was never intended to be authorized. A feasible solution to the problem outlined in this case would be to systematically standardize mappings of slice/service names to detailed description/functionality.

Use case 2. Non-Roaming scenario

In this use case a number of services/slices are provided by either 3rd Parties or by the SN MNO with some of its resources residing in virtualized networks administered by 3rd Parties. The nature of NextGen networks requires a capability to perform load balancing and agility to dynamically reconfigure itself due to, for example, one or more VNFs being relocated for load balancing or failure recovery reasons. A static authorization matrix contained in the Subscriber Profile may not work well to support the MNO network capability of dynamic reconfiguration.

In another use case, a static Subscriber profile may lead to authorization for a service with lesser security than originally desired (e.g., service requiring high platform security being moved to a VM in a different jurisdiction, e.g., foreign country). Some of the network conditions present at the time the service was first authorized and provisioned may not hold true following a dynamic reconfiguration, e.g., one or more VNFs are relocated/re-instantiated for load balancing or availability reasons.

The use of static Subscriber profile may lead to authorization for a service with lesser security than originally desired (e.g., service requiring high platform security being ran on a VM in a different country).
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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