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Abstract of the contribution: This contribution adds a requirement for confidentiality of V2X communication as needed by some V2X applications (using V2I/V2N services, for example) and concludes that all of the V2X data communication security can be satisfied by employing application-layer security as defined in other SDOs.
Description
This document first adds V2I/V2N confidentiality as a requirement for UE-initiated V2X data transmission, to the Key issue #1: V2X Communication Security. We note that part of V2X services, a vehicle UE may need to send data to an RSU or a V2X application server. From TS22.185, clause 5.2.1, 

“The E-UTRA(N) shall be capable of transferring messages between a UE supporting V2I application and an RSU with a maximum latency of 100ms.

The E-UTRAN shall be capable of transferring messages via 3GPP network entities between a UE and an application server both supporting V2N application with an end-to-end delay no longer than 1000 ms.”
It is apparent that the use cases that lead to these requirements may require confidentiality of the V2X messages. These use cases are, for example: requesting real-time traffic data or enhanced route guidance, requesting access to access-controlled parking area, uploading vehicle data for product life-cycle management, etc. 
The establishment of secure sessions for V2I and V2N and also V2V unicast messages has been specified or is currently in process to be specified by other SDOs; these use application-layer credentials similar to or the same as the ones used for V2V safety messages. Therefore, we deem V2I/V2N session confidentiality is also satisfiable via application-layer defined methods specified in other SDOs, just like V2X message integrity/replay protection.

Key issue #1 mentions eavesdropping but does not set forth a requirement to mitigate it. Key issue #10 partially addresses confidentiality for the case where the recipient of the V2X message from the UE is a Local Application Server. 

This document also proposes a conclusion to the now-expanded issue of V2X communication security.
Proposed change

It is proposed to make the following change to TR33.885- v0.4.0.
** First Change **

5.1
Key Issue #1: V2X Communication Security

5.1.1
Key issue details

Many application services make it vital to protect V2X messages from attacks which may lead to catastrophically wrong decisions/actions in safety critical conditions. Furthermore, attack actions on V2X messages may mislead the transport entities to make inefficient decisions, causing safety or efficiency problems on road and in the transportation management. 
5.1.2
Security threats 

The communication between LTE-V system entities exchanging content in the V2X context may be forged, replayed, or eavesdropped.

A LTE-V system entity is a V2X communication entity or V2X cellular network entity, i.e. LTE capable modules within vehicles, road side units, modules carried by pedestrians or MNO network elements that are used for V2X communication. If not known to the network, an attacker could use an LTE-V system entity to e.g. upload wrong information for re-distribution to other system elements.  
5.1.3
Potential Security requirements
The LTE-V system entities (cellular network entities or V2X communication entities) should be able to authenticate and verify that the sender of the received data communications was authorized to send the data. 

The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be integrity protected.  
The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.
The transmission of data between two different entities (V2X communication entities or cellular network entities) in the LTE-V system should be confidentiality protected if needed for the V2X application.
NOTE: Transmission of data includes but not limited to multicast, broadcast, unicast, or geocast. 
** Next Change **

7
Conclusion

Editor’s note: Conclusion and recommendation of TR.  

7.X
Interim agreement  on V2X communication security
The security requirements applicable to V2X communications—namely authorization verification, integrity and replay protection, confidentiality -- are all satisfiable by employing application-layer security as defined in other SDOs.   
LTE V2X does not mandate V2X communication data confidentiality over PC5, and it may be provided at the application layer (i.e. out of 3GPP scope).
** End Changes **
