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Abstract of the contribution: Update the evaluation of solution #2.6, by further comparison with solution #10.2 combined with #2.2 
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for NextGen.
The document updates the evaluation of solution #2.6, by further comparison with solution #10.2 combined with #2.2. 
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.2.4.6.3
Evaluation 

Solution #2.6 is an enhancement to solution #2.2 as stated in clause 5.2.4.6. Solution #2.2 helps against purely passive attacks when the permanent key K has leaked to an attacker, as described in key issue 2.2, while solution #2.6 also helps against active attacks when the permanent key K has leaked to an attacker. In addition, like solution #2.2, solution #2.6 addresses key issue #3.1, but protects against more of the threats listed in 5.3.3.1.2. 
It should also be noted that there are solutions for addressing key issue #2.2 that do not affect the establishment of air interface keys at all, e.g. solution 2.1. However, solution 2.1 does not also address key issue #3.1




Editor's Note: The combination of solutions 2.2 and 10.2 should be described as a separate solution.
Solution #2.6 is compared against the combination of solution #2.2 and solution #10.2
 as described in 2.z, noting that both solutions assume that the serving network has a public key-pair. In solution #2.6, the UE needs to know the public key of the serving network, whereas in solution #10.2 only the home network needs to know this public key. However, the cost of solution #2.6 here is minor, since a public key can be communicated in a single short message, and may be broadcast to all UEs in a cell at once to save radio resource. Further, there is no real risk of public key spoofing here: if a UE uses a false public key, it will derive an incorrect KN and the authentication of the network will fail. (Also note that a number of other solutions e.g. #7.2 assume that the UE knows a public key for the serving network). 
Solution #2.6 requires two more public key operations on the air interface than solution #2.2 (one signature operation, and one signature verification option), whereas solution #10.2 requires two more public key operations on the inter-operator network (one encryption and one decryption).
An ecosystem issue with Solution #10.2 is that it is only optional for the visited network to have a private/public keypair, which means that in practice many may well neglect to implement it initially (and then home networks will have to live with that, creating a dynamic where there is little or no pressure to ever implement it). Compare the situation here with that of Diameter security in LTE.  Whereas solution #2.6 mandates each visited network to use a public key-pair from the start, otherwise UEs can’t authenticate the network and won’t attach. This mandatory use of an NPRIV/NPUB will tend to raise security of the whole NextGen ecosystem. 
Editors Note: It is ffs whether the possession of a private/public keypair can be mandated for all NextGen serving networks. If so, this would be equally possible for solutions# 2.6 and 10.2. If not, then migration strategies would need to be studied; an example of migration is provided in solution #10.2
~ ~ ~ End of first text proposal ~ ~ ~
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