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Abstract of the contribution: This contribution proposes a solution to allow support of multiple security domains.
This contribution proposes a solution to support multiple security domains within the MCX Service.
In TS 33.179, only one security domain was supported per user, and communicating between security domains was not defined explicitly. Clearly, it is not acceptable for all MCX users across different MCX services to be within a single security domain. To better support multiple MC Services working together, support for multiple security domains is required. This will also aid support for interconnection, roaming and interworking.

A security domain is a group of Mission Critical users who share common security requirements and policies for their communications. From a technical perspective, users within a security domain share a KMS and KMS certificate. Users may be members of one or more security domains.

Using multiple security domains is a requirement for multiple MCX security applications and hence is a cross service security solution. Consequently, this solution is added to clause 7.2.
The original contribution has been updated in the following ways based on comments:
-
The 'General' section of the solution has been updated to enhance clarity and the converse case has been added.

-
The assumptions prior to the security procedures have been modified to enhance clarity.
-
A sentence to clarify the role of the KMS in the procedure has been added.

-
An Editor's note has been added that the contents of the 'security domain redirect response' needs defining.

-
An Editor's note has been added that the 'security domain redirect response' needs authenticating.
-
It is clarified that clients should report usage information to the Home KMS.
************* Start of 1st change **********************
7.2.X
Solution #1.X : KMS Discovery and redirection
7.2.X.1
Overview

In TS 33.179 [3], only one security domain was supported per user, and solutions for communicating between security domains was not defined explicitly. To better support multiple MC Services working together, support for multiple security domains is required. This will also aid support for interconnection, roaming and interworking.

Using multiple security domains is a requirement for multiple MCX security applications and hence is a cross service security solution.
7.2.X.2
Motivating security requirements

This solution is intended to provide a means for allowing multiple MCX Security Domains. Specifically, it meets requirements [MCSEC-2.X-1], [MCSEC-2.X-2] and [MCSEC-2.X-3].
7.2.X.3
Solution description
7.2.X.3.1
General

Within a home security domain, users may communicate with external security domains based on the home security domain’s policy. Where the home security domain’s policy permits communication, the external KMS certificate of the external security domain shall be provisioned to the user by the user's Home KMS (the KMS of the home security domain).


Without the KMS certificate of an External KMS, communication with the corresponding external security domain is not permitted orpossible.
7.2.X.3.2
Security procedures for security domain redirection

The following procedures allows for MCX Services to negotiate and inform an MCX entity about which security domains are acceptable for an MCX session.
Prior to beginning this process it is assumed that:

- 
The initiating user has been provisioned 
by its Home KMS with some information on the permitted external secutiy domains, including the KMS certificate of the External KMSs.
-
The terminating user has been provisioned 
by its Home KMS with some information on the permitted external secutiy domains, including the KMS certificate of External KMSs.
A user shall only communicate with its Home KMS. External KMS Certificates shall be manually loaded onto the Home KMS and distributed to the user as part of the KMS's user key management processes.
The procedure for security domain redirection is shown in Figure 7.2.X.3.2-1.
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Figure 7.2.X.3.2-1: Security domain redirection
The procedures in Figure 7.2.X.3.2-1 are now described in detail.
 Where the security domains used by the initating client are acceptable to the MC Service(s) and terminating client, communication procedes as normal. However, where the initiating client uses security domain(s) that are rejected along the signalling path, or in the terminating client, the following procedures take place:

1.
The initiating client or function initiates 
a session with a user or function. Based on policy, the client may assume that the user is within a particular security domain. 
2.
The home application server for the initiating client receives the request. Under normal conditions the server routes the request on the normal signalling path. However, the server may perform a lookup to establish the supported security domain(s) for the terminating user. Should the incorrect security domain(s) be used (based on local policy or the policies of the terminating security domain), the server will not forward on the request.
3.
Should the request be forwarded on the normal signalling route other application servers may receive the request. Under normal conditions the server routes the request on the normal signalling path. However, the server may perform a lookup to establish the supported security domain(s) for the terminating user. Should an unacceptable security domain(s) be used (based on local policy or the policies of the terminating security domain), the server shall not forward on the request.

4.
Should the request be forwarded on the normal signalling route to the terminating client or function, the terminating client may establish that the security domains used by the initiating client are not permitted. In this case, the terminating client shall send a 'security domain redirect response' message containing permitted security domains.

5.
Either due to a lookup, or due to receiving a 'security domain redirect response' message in the signalling path, the application server receives the request. The server may modify the 'security domain redirect response' message based upon local policy of permitted security domains before forwarding the message down the normal signalling path.
6.
Either due to a lookup, or due to receiving a 'security domain redirect response' message in the signalling path, the home application server of the initiating client receives the request. The server may modify the 'security domain redirect response' message based upon local policy of permitted security domains before forwarding the message to the initiating client.

7.
Due to use of an unpermitted security domain when initiating the communication, the initiating client receives a 'security domain redirect response' message containing zero or more permitted security domains. Based on policy, the initiating client may choose to reject the offered security domain(s) and return an error to the user, or accept security domain(s) within the response. Should security domain(s) be accepted, a new communication may be setup as normal using the agreed security domains. 
A MCX client shall only accept external security domains that have been permitted by the home security domain and provisioned by the Home KMS. The Home KMS may also provision policy around the use of external security domains.
Editor's Note: The contents of the 'security domain redirect response' is ffs.
Editor's Note: The 'security domain redirect response' should be authenticated by the responding MCX user/entity.
7.2.X.3.2
Security procedures for security domain lookup

As part of responding to a request to communicate with an MCX user in an external security domain, the MCX service could perform a 'security domain lookup' on the targeted MCX UserID. The response to this lookup will be a list of security domains which support the target MCX user. Additionally, for each security domain returned, a list of external security domains that have been permitted by the will be provided. 

The lookup could be either internal to the MCX application server, or to a centralised service within the MCX system.

7.2.X.3.4
Security Procedures for reporting external security domain use
Domain administrators should only allow users to communicate with trusted external security domains. Should an external security domain be misused, it is possible that users could be impersonated within the MCX system (in the same way that misuse of a CA compromises communications that trust that CA). To allow such misuse to be detected, and the associated KMS certificates to be revoked, clients should report the use of external security domains to the Home KMS.
7.2.X.4
Evaluation against requirements
Editor's Note:
This clause is intended to describe how the solution meets the motivating requirements.

************* End of 1st change **********************
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