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Overall comments: Based on our analysis of SA2 agreements on architecture, interim agreements on network slicing and session management from their recent meeting (SA2#117), Nokia’s view is that authentication for UE access to a network slice should follow SA2’s phased approach of keeping it simple by making primary authentication by the MNO mandatory and limiting “optional” secondary authentication to SMF based authentication by an external DN. 

This allows SA3 to complete specification based on the existing architecture from SA2, which groups authentication and mobility management together as a shared set of network functions (CCNF) under the ownership of the MNO, and delegates session management aspects of the slice to SMF without specific support for a slice-specific authentication function in the slice.

1. Introduction
S3-161789 proposes slice authentication as the only means of authentication for UE access to a slice. This is indeed a valid scenario as described under Key issue #8.3, scenario #6 in TR 33.899. However, support for this mode of authentication in SA2, at this point, is not agreed. 
There was interim agreement on number of aspects in the last SA2 meeting (#117) held in October. In this paper we look at specific agreements in network slicing and session management, and analyse them to understand SA2’s current level of support for authentication.

2. SA2 Interim Agreements (as of SA2#117)
2.1 Network slicing

SA2 has interim agreement on the following aspects on Network slicing (S2-166210):
1) Identifiers:

· NSSAI (Network slice selection assistance information) – is an identifier used to select the set of RAN and CN part of the network slice instance (NSI) for the UE. The NSSAI indicates slice/service type(s), which refers to the expected network behaviour in terms of features and services
· Temp ID – identifies the selected serving Common Control Plane Network function (CCNF) for the UE; CCNF collectively identifies a set of common control plane functions such as AUF, AMF etc. Temp ID is used by the UE for subsequent accesses.

2) UE may be preconfigured with the NSSAI per PLMN – that it uses for access

3) UE stores the “Accepted NSSAI”, which is the NSSAI allocated by the PLMN for serving the UE

4) The UE provides NSSAI in RRC and NAS messages, if it has one. It presents “Accepted NSSAI”, if present. If not, it provides Configured NSSAI, if configured in the UE.

5) The RAN uses NSSAI for routing the initial access to a serving CCNF, if the UE provides one. If not, it routes the initial access to a default CCNF.

6) After (initial) slice selection, n/w provides the UE with a Temp ID. RAN uses this ID to route the NAS message to the appropriate CCNF.

7) N/W uses UE provided NSSAI to select a n/w slice. In addition, UE capabilities and UE subscription data may be used.

8) A UE may access multiple slices simultaneously via a single RAN. In such case, those slices share same CCNF e.g. MMF, AUF. 
9) CN part of the NSI serving a UE is selected by CN not RAN

10) For a “Service Request” the UE is registered/updated and has a valid temp ID, which is sufficient in the RAN to route the request to the serving CCNF. 
11)“SM NSSAI” that the UE shall include in the PDU session establishment request, shall by used by n/w to select the corresponding SMF – which is basically control functions for the Network slice instance.
2.2 Session management and interaction between SM and MM

SA2 also agreed on the following agreements (relevant to SA3) on the Key Issue of Session management (S2-166245):
“The establishment of a PDU Session may be authorized/authenticated by an external DN via the SMF”
 “A single NG1 NAS connection is used for both MM and SM-related messages and procedures for a UE. The single NG1 termination point is located in MM.”

“MM forwards SM related NAS information to the SM function”

2.3 Analysis of these agreements
The set of agreements in 2.2 and 2.3 can be summarized as follows for consideration in SA3:

· Network Slices are identified by NSSAI. 

· UE provides NSSAI (configured or the one provided by the network) to assist the PLMN in selecting the correct Network slice.

· A set of Common Control Network Functions (CCNF) is available to support basic operations common among the network slice instances (NSIs) within the NextGen Core.

· Authentication is carried out by a common authentication function in the CCNF. This function carries out PLMN specific access authentication and is not dependent on the tenants of the slice.

·  There is, at present, no indication of any Slice-specific authentication function in the architecture, apart from the one agreed in the session management key issue, that mentions support for authentication by an external network (3rd party) during session management via “presumably” session management NAS messages triggered by the SMF function in the network. 

· Authentication function (AUF) is part of CCNF in the architecture. It is not replicated in the slice.

· S3-161903 provides a mechanism for slice authentication based on the usage of Protocol Configuration Options (PCO) IE in session management NAS messages.

3. Evaluation of S3-161789
This paper proposes a solution where UE’s access to network slices is authenticated only at the slice (either by 3rd party tenant of the slice or MNO) and there is no primary authentication performed by the MNO in CCNF.

While this provides a solution for an existing key issue, it is unclear how this can be done with what’s been agreed in SA2 as the current architecture for phase 1 of their specifications (as of SA2#117).
4. Conclusion 

Nokia view is that we split SA3 solution for network security authentication/security into phases.

For phase 1, we proceed with a solution that closely aligns with the set of applicable interim agreements in SA2. This means:

a) UE provides an identifier for the network to select a network slice

b) Primary authentication by PLMN 

c) Secondary authentication, if present, is triggered by Session Management framework (SMF) with an AAA server connecting over NG6 (as proposed in S3-161903)
d) Tenants of the slice may skip secondary authentication and solely depend on the PLMN authentication of the UE
In later phases, we look at a more sophisticated mechanism for secondary authentication, including AAA based authentication, support for separate NAS security for slices etc.

On the topic of NAS security, contribution (S3-161873) raises the issue of NAS security termination point when secondary authentication with key establishment is run by a third party that is a tenant of a slice such that the second established key is used in that slice. The paper concludes as follows:
“SA3 is aware that SA2 agreed that a secondary authentication run by a third party that is a tenant of a slice should be allowed. However, nothing is said in the latest version of TR 23.799 whether this secondary authentication would come with key establishment and the subsequent use of that key in the slice. It is the latter that brings the complexity. SA3 would prefer addressing such a scenario in NextGen phase 2 unless there are strong reasons based on use cases to allow it.” 


Conclusion: Solution proposed by S3-161789 should therefore be taken up for consideration in phase 2.
We also took this opportunity to analyse existing solutions in the TR along with new ones on network slicing proposed for SA3#85. Details are available in Appendex A of this paper.

Appendix A

Evaluation of available authentication solutions for Network slice
A.1 New contributions for SA3#85 that discuss authentication for slice access

-
S3-161789 “Slice authenticaton”

· Secondary authentication at the slice is the only form of authentication for UE access

-
S3-161741 “Network authentication supporting network slices”

· Proposes both Primary and Secondary authentication

· Secondary authentication is performed by the slice-specific AUSF/ARPF, triggered by CCNF’s AU/SEAF.

-
S3-161788 “Clarifications on Solution 8.2, 8.3” – discussed in the next section
A.2 Existing solutions in the TR
The TR proposes the following solutions for network slicing security. Here is a quick overview of them (authentication aspects highlighted in bold):

· Solution 8.1 “Security isolation of network slices, Security mechanism differentiation”:

· The UE sends an Attach with a list of slice IDs. Slice IDs identify the network slice. 

· RAN selects the CP network function and forwards the requested slice IDs to it. 

· Centralized authentication by HSS. A separate functional entity, SSS stores security requirements per slicd ID. HSS queries SSS for slice specific security requirements, and executes security procedures per slice, including selecting corresponding security algorithms per slice. This operation is part of the authentication activity performed by HSS. 

· CP function sets up control plane layer security (NAS security??) and executes AKA. Interface between UE and CP function is common for all the slices.

· AS security setup by RAN; Separate DRB per slice.

· Solution 8.2 “UE Authentication only by AUF (updated by S3-161788)
· No details provided on pre-authentication steps

· Authentication is performed centrally by the AUF. No secondary authentication in the slice.

· Separate keys for CP and NSI

· Both the keys generated based on the AUF base key derived from primary authentication

· UE and NSI performs “mutual validation” of the keys (based on signature)

· Separate AS Keys per NSI; Derived from NSI key provided to the NSI in the previous step

· Solution 8.3 “UE Authentication by AuF and NSI (updated by S3-161788)
· No details provided on pre-authentication steps

· Primary Authentication is performed centrally by the AUF. Secondary authentication by the network slice (in SMF)
· NSI specific “master key” derived from the AUF base key (derived from primary auth) and given to each NSI

· Separate AS keys per NSI; derived from the key generated from secondary authentication (or from the NSI specific master key derived from primary auth??)

· Solution 8.4 “UE Authentication by NSI”

· No details provided on pre-authentication steps

· No primary authentication by PLMN. Secondary authentication by the network slice is the only form of authentication

· Master key derived from secondary authentication

· AS keys derived from the master key

· Solution 8.5 “UE access network and slices”. Provides two flows: Initial attach and Subsequent NG1 signaling 

· Requested NSSAI(s) provided during Initial attach; Selected NSSAI sent back to the UE (for subsequent access) in Attach Accept

· Primary authentication by the network and Secondary authentication by the slice (only if needed)

· CCNF (serving) performs secondary authentication. CCNF is common to all slices. How does this execute slice-specific authentication? Not explained in the proposal.

· Secondary authentication is based on a slice-specific AAA. It is not indicated whether this requires replicating AUF in the slice.

· Multiple termination points for NAS - NAS terminates in the AMF (in CCNF) and in the slice. 

· Separate keys for AMF based NAS messages and Slice specific SM messages

· For subsequent NAS messages, NG1 messages carry additional signature (based on CP-CN keys).

·  Isn’t NG1 messages already protected by NAS security at the time of initial attach? Why is there a need for another signature based verification??

· . Solution 8.6 “UE authentication and initial attach to a network slice using NSSAI

· Requested NSSAI(s) provided during Initial attach; Selected NSSAI sent back to the UE (for subsequent access) in Attach Accept

· Primary authentication by the network

· NAS terminates in AMF (i.e. single NAS termination point). NAS security between UE and AMF (in CCNF). Single key establishment (run by the MNO) as a result of NAS security setup.

Table A.2-1: Summary of the proposed solutions

	Solution
	Slice Identifier
	UE configuration for network slice
	Authentication
	NAS termination
	Comments

	8.1
	Slice ID 
	Slice ID is configured and provided by the UE during initial attach
	Primary
	CCNF
	Very closely aligned to the interim agreements. Some open questions remain related to the proposed SSS function

	8.2
	No details
	No details
	Primary
	CCNF
	Lack of details on slice identifier. Compliant with SA2 agreements on authentication aspects

	8.3
	No details
	No details
	Primary and Secondary 
	Both CCNF and slice (??)
	Lack of details on slice identifier. Compliant with SA2 agreements on authentication. Multple NAS termination points (??) is still an open issue in SA2

	8.4
	No details
	No details
	Secondary
	In the slice
	Not aligned with SA2 agreements. There is no primary authentication by PLMN.

	8.5
	NSSAI
	NSSAI may be configured
	Primary and Secondary (by a slice-specific AAA server)
	Both CCNF and slice (??)
	AAA based secondary authentication in the slice. Does this require architectural support for AUF in the slice? 

	8.6
	NSSAI
	NSSAI may be configured
	Primary
	CCNF
	In alignment withSA2 interim agreements

	S3-161789
	Not discussed
	Not discussed
	Secondary
	Not discussed
	Not aligned with SA2 agreements. There is no primary authentication by PLMN.

	S3-161741
	Not discussed 
	Not discussed
	Primary and Secondary (by slice-specific AUSF/ARPF)
	Not discussed
	Close alignment??

	S3-161903
	NSSAI
	NSSAI may be configured
	This contribution only covers SMF based secondary authentication by an external DN (using PCO)
	Not discussed
	In alignment with SA2 agreement on SM (S2-166245)


