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Overall description
CT1 would like to thank SA3 for their LS S3-161224 on legacy security issues. CT1 has reviewed the CRs S3-161161 and S3-161162 as requested and would like to provide the following feedback:
1. In regards to the following Editor’s note in CR S3-161162: 

Editor's note: It is FFS whether disabling GSM AKA on a per network basis successfully achieves the intention of mitigating attacks by false base stations
In A/Gb mode, it is up to the network whether or not to initiate the authentication procedure. A malicious base station may decide to not initiate the authentication procedure at all and can thereby bypass the enforcement of mutual authentication by the MS as defined in CR S3-161162.
2. In regards to the following Editor’s note in CR S3-161161: 

Editor's note: It is FFS whether disabling algorithms on a per network basis successfully achieves the intention of mitigating downgrade attacks by false base stations.
In A/Gb mode, it is up to network to activate ciphering mode. A malicious base station may decide to not activate ciphering at all and thereby can bypass the enforcement that will be done by the MS to only allow authorized encryption algorithms as defined in CR S3-161161.

3. Due to above items #1 and #2, the CRs S3-161161 and S3-161162 do not achieve their purpose of stopping the MS from communicating with malicious base stations.
4. In regards to the following Editor’s note in CR S3-161161: 

Editor’s note: There following issue are FFS. Changing the supported algorithms during a handover between PLMNs. As this may lead to the network to believe the UE supports the original algorithms (received from the source network nodes for example) while the UE believes it supports the new set (modified based on changing PLMN). It should also be studied if it is necessary from a security perspective to change the supported algorithms after a handover, e.g. the UE is already connected so it is already on a false base station or a genuine network that would not handover to a false network. More details on the actual information that is held in the USIM and how the ME interpret that information is needed. In particular care should be taken to deal with corner cases such as the information in the USIM trying to disable all the algorithms that an ME supports (e.g. network supports A5/4 everywhere, but the UE only supports (up to) A5/3).
The handover scenarios need further study by working groups such as CT4 and RAN6 to evaluate the changes needed on various interfaces to avoid mismatch of supported algorithms between UE and target BSS due to the enhancements in S3-161161 and thereby avoid handover failure to genuine networks. This may potentially result in changes in interface between UE and network as well as changes in interfaces between network nodes.
Regarding the corner case mentioned at the end of the above editor's note, CT1 would like to highlight that similar corner cases are possible also during an inter-PLMN handover:

Let us assume the MS supports the encryption algorithms {"no encryption", A5/1, A5/3, A5/4}, PLMN1 supports {A5/1, A5/3, A5/4}, and PLMN2 {A5/1, A5/3}. 

CT1 assumes that if the HPLMN operator disables certain algorithms for a PLMN, then in the signaling towards the network the MS will indicate these algorithms in the MS Classmark 3 IE and MS Radio Access Capability IE as not supported. E.g. if the HPLMN operator is trying to enforce the use of A5/4 on PLMN1 by disabling {"no encryption", A5/1, A5/3} on the USIM, only A5/4 will be indicated as supported.

When the target BSC in PLMN2 receives such an MS Classmark 3 IE, it will not be able to find an encryption algorithm which is supported by PLMN2 and indicated as supported by the MS. Therefore, the inter-PLMN handover preparation will fail. More generally, the handover preparation will fail in the target BSC, if A = {set of codecs supported by PLMN2} \ {set of codecs disabled for PLMN1} is the empty set.
CT1 kindly ask SA3 to consider the above example during their further studies.

5. The MS behavior in case the network requests the use of a non-authorized encryption algorithm needs to be further specified. The MS should discard the request, and there should also be a trigger allowing the MS to attempt to camp on another cell or select another PLMN in order to “get away” from the malicious base station (the details of how the MS does this can be left for CT1 to decide). Consequently, CT1 suggests rewording the first sentence in CR S3-161161 as follows:

“The use of Network requests to use non encrypted mode, A5/1, A5/3 or A5/4 shall be discarded by the MS in the MS shall be disabled on a particular visited network if instructed to do so by the SIM/USIM application. Additionaly, the MS shall attempt to camp on another cell or select another PLMN other than that on which such request was received”
6. Regarding the inter-PLMN handover scenario described in the above editor's note, CT1 would like to highlight that for handover during a CS call, the network applies an "anchor principle": if the call starts with MSC1 in PLMN1, then MSC1 will remain responsible for the call control and mobility management signaling towards the UE also after a handover to PLMN2. Similar to the issue with the disabled algorithms, this might result in a problem if according to the configuration provided by the HPLMN operator a GSM authentication is acceptable in PLMN1, but not in PLMN2.

2
Actions
To SA3
ACTION: 
3GPP TSG CT WG1 kindly asks SA3 to take the above feedback on CRs S3-161161 and S3-161162 into account.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 101
14-18 November 2016
Reno (NV), USA
TSG CT WG1 Meeting 101bis
16-20 January 2017
TBD (North America)

TSG CT WG1 Meeting 102
13-17 February 2017
Dubrovnik, Croatia
