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1. Introduction and Background
In recognition of the threats posed by counterfeit and fraudulent devices and the challenges pertaining to the allocation, management and distribution of mobile device identifiers, the Mobile Manufacturers Forum (MMF)[footnoteRef:2] established its Counterfeit and Sub-Standard Devices Working Group (CSSD WG). The CSSD WG works with other stakeholders to promote best practice and optimise the value and use of unique mobile device identifiers in order to resolve issues of concern to various stakeholders including device identification and verification, service provision and the combatting of device counterfeiting and theft with a view to increasing the protection of mobile devices, mobile networks and their users. [2:  The MMF is an international association of wireless communications equipment manufacturers including Alcatel OneTouch, Apple, Cisco, Ericsson, Huawei, Intel, LG, Microsoft, Motorola Mobility, Motorola Solutions, Samsung and Sony Mobile.
] 


The MMF notes that as part of the 3GPP SMARTER Study Item, requirements are in place to ensure that device authentication shall be addressed in 5G (in section 5.63.3); furthermore it is noted that 3GPP SA3 has currently identified device authentication as a key issue to be addressed (Key Issue #2.4 in TR 33.899). The purpose of this liaison is to provide further industry perspective on the growing importance of the device authentication issue in existing cellular systems and to emphasize the need for a robust future proof solution.

2. Request to 3GPP SA3

The MMF sees that 5G provides a step change moment to address some of the limitations of the current approach which has been in place since first generation of networks and devices – and to help to address the growing threats from counterfeit and fraudulent devices, which often mask their true identify on networks to evade detection.
The MMF therefore respectively requests 3GPP SA3 to take Key Issue 2.4 forward as an area of work for the first release of 5G in recognition of: 

· The need to protect consumers against the threats posed by counterfeits, which includes the use of malicious code, hazardous substances in their manufacture, the theft of personal information and the failure to adhere to many industry and government standards and requirements; 
 
· The fact that a growing number of governments[footnoteRef:3][2] have or are currently implementing, national schemes that require the registration of unique IMEI’s in devices for importing into countries and then operation on their 3GPP networks, with a view towards blocking unregistered devices. Such efforts are designed to address growing numbers of counterfeit devices and fraudulent IMEI’s. In addition, there is also a high level of interest of national security agencies. Ensuring a robust, highly secure and unique device identification technique is implemented from the beginning of 5G mitigates the need for additional national regulation in this area with all of the limitations and complexities that this entails.  [3: [2] Such countries include Azerbaijan, Brazil, Colombia, Ethiopia, Ghana, India, Indonesia, Kenya, Nepal, Nigeria, Pakistan, Paraguay, Sri Lanka, Tanzania, Turkey, Uganda, Ukraine, and Vietnam.] 



· Not addressing Key Issue 2.4 in 5G will result in the same difficulties as currently exists in the handling of devices with fraudulent IMEI’s. In addition, there is the risk of having inconsistent identification techniques associated with 5G devices if Key Issue 2.4 is only introduced in a later release of 5G.

· The fact that operators rely on the uniqueness of device identities for many critical purposes; the optimisation of subscriber services and support tailored to device capabilities, blocking stolen devices on behalf of the victims of crime and trend analysis on device type usage and network resource consumption by device. Operators would further benefit from reliable device identification by being able to detect SIM Farms (delivering fraudulent grey traffic) which currently evade detection by frequently changing their IMEIs and by improving stolen device blocking which can be evaded by IMEI tampering. 

It is important for the industry that whatever solution is adopted, ensures:
· Accurate identification of devices;
· IMEI’s are securely implemented and their integrity can be relied on;  
· That IMEI’s cannot be duplicated and remain unique; 
· The prevention of the use of IMEI’s that have not been formally allocated;
· Any solution should lend itself to high and low volume production processes; and
· The backward compatibility of devices operating on legacy networks.

3. Future MMF Involvement

As the MMF represents the major manufacturers that have to implement this next generation solution and of necessity will have to evolve their processes and procedures to achieve this, the MMF is willing to contribute to this process to ensure a smooth implementation. Therefore, in view of our common interest in this area, the MMF would welcome the opportunity to cooperate with SA3 in the future development of the Key Issue 2.4: Equipment Identifier Authentication work.

4. Contact
If there are any questions and/or feedback with regard to this LS, please contact: 
Michael Milligan, Secretary General, Mobile Manufacturers Forum [michael.milligan@mmfai.org]
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