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Abstract of the contribution: This contribution proposes a new key issue “Storage and processing of credentials and identifiers for the massive Internet of Things” to the Security area #5 Security within NG-UE.
1 Introduction 

It is proposed to add the following text to the TR 33.899 under the Security area #5 Security within NG-UE.
2 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: Following new reference items to be added to the reference clause.


[x]
3GPP TS 22.261: "Service requirements for next generation new services and markets".
***
NEXT CHANGE
***
5.5.3.y

Key issue #5.y: Storage and processing of credentials and identifiers for the massive Internet of Things
5.5.3.y.1

Key issue details
One of the use cases that the NextGen system is supposed to cover is massive Internet of Things, or massive IoT. For example, in TR 22.891 [7], clause 6.3, massive IoT is one of the main use case groups. Also, draft TS 22.261 [x] states in clause 4, Overview, that "Enhanced connection modes and evolved security facilitate support of massive IoT, expected to include tens of millions of devices sending and receiving data over the 3GPP 5G network". Massive IoT in turn covers a wide range of devices, including small, low-cost devices such as sensors. For example, in draft TS 22.261 [x], clause 8.1, it is stated that: "IoT introduces new devices with different life cycles, including devices with no user interface (e.g., embedded sensors)".  Many IoT devices will have local power sources such as batteries, capacitors, solar cells, etc., which causes severe limitations on available energy budgets throughout the lifetime of the device, in particular when devices need to work for many years without loading or change of battery. Addressing the requirements introduced by small, low-cost and/or battery-efficient devices is important for the Next Generation system as a whole, in order to make the Next Generation system a competitive technology for this market segment. 
These requirements introduced by small, low-cost and/or battery efficient devices are tough not only on the radio unit, protocol efficiency and security in general, but also on the storage and processing of credentials and identities. Depending on the device type, there are requirements on the size, price and battery efficiency of the credentials storage and processing, while on the other hand requirements on the security may be high as well. These problems may not only be addressed by the storage and processing of credentials and identities alone, instead it needs to be seen as part of a system together with the network itself, such that security requirements are put on the system as a whole instead of single parts of it. 
5.5.3.y.2

Security threats 
The operator may lose income due to cloned subscription credentials. 
The operator may not be able to fulfil LI requirements due to cloned subscription credentials.

5.5.3.y.3

Potential security requirements
-
In order to mitigate or soften the impacts of possible security breaches, it shall be possible to restrict the connectivity of devices to a minimum from the network side. 
***
END OF CHANGES
***
