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Discussion

Update according to NSA Telco#8 discussion.
pCR
NOTE TO EDITOR: All text below is new!

5.1.3.z
Solution #1.z: Next Generation Key Set Identifier
5.1.3.z.1
Introduction  

This solution addresses the key issue on “5G security key and context identification” in security area #3: Security context and key management.
Editor’s note: Terminology needs to be fixed if security architecture is finalized. Currently a mix of potential 5G terms and LTE terms (e.g. NAS SMC) is used.
5.1.3.z.2
Solution details  

Since the 5G system is being designed to have unified authentication framework to support multiple access technologies such as 5G(NR), LTE, trusted non-3GPP access, trusted 3GPP access etc., keys need to be derived to support access from any of these access technologies. 
For managing and accessing the security context and the key hierarchy in 5G and to identify the 5G security context a new parameter will be needed, which is called Next Generation Key Set Identifier (NG-KSI) in the following. 

The NG-KSI is a parameter which is associated with a master key derived during an authentication and key agreement protocol. 
NOTE: Similar to LTE, from the master key, a set of keys will be derived for securing NG NAS control plane signaling as well as user plane data terminated directly on the user plane Gateway (UPGW). Subsequent to the successful authentication of the UE and the master key (e.g. similar to K_ASME) keys to protect the access stratum (NG AS) will be derived. 
NOTE: NG-KSI in the clear does not present a significant privacy threat if reasonable short (e.g. three or four bits).
The NG-KSI consists of a value and a type of security context parameter indicating whether an NG security context is a native NG security context derived out of NG authentication of the UE or a mapped NG security context derived out of LTE authentication of the UE. 
NG-KSI will be stored in the Security Anchor Function (SEAF), which may be part of the CCNF (common control function). At the end of successful authentication and verification of the UE, the NG-KSI will be assigned and sent to the UE instructing it to begin a NAS context with index NG-KSI as shown in Figure 5.1.3.z.2-1.
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Figure 5.1.3.z.2-1 UE Authentication and Security context instantiation with NG-KSI assignment.

Step 1: The next generation UE, NG UE, does Attach Request to the NG system. Attach Request can be made through any of the radio access technologies supported in the 5G system.

Step2: The Security Anchor Function (SEAF) of the visited network performs UE authentication in conjunction with the AUSF and the ARPF, and, if authentication is successful, the authentication parameters/vectors are received at the SEAF.

Step3: The SEAF and UE run 5G AKA and the authentication request is verified.
Step4: The SEAF instantiates a security context for the UE. It assigns a key set identifier NG-KSI for the NG system security context. NG-KSI helps the UE and the NG system to identify correctly the security context during mobility events.

Step 5: The SEAF sends 5G NAS Security mode command to instruct the UE to instantiate the 5G NAS security context and the NG-KSI. The message contains additional parameters to secure the NAS communication between the UE and CCNF, to which the SEAF is belonging, such as selected algorithms, NAS counters etc.

Step 6: The UE receiving the 5G NAS security mode command, instantiates 5G NAS security context with NG-KSI as the index.

Step 7: UE sends NAS Security mode command to convey the SEAF that it has instantiated the NAS security context. 

Editor’s Note: Depending on SA2 architecture decision, the 5G architecture terminology and functional element names are FFS. 
Editor’s Note: Impact of the split of MM and SM functions in to different nodes is FFS.

 

Editor’s Note: Exact definition and structure of NG-KSI is FFS in CT WGs.
Editor’s Note: How the NG-KSI is integrated in the new security messages between 5G system and NG UE, e.g. equivalent to NAS in 4G, is FFS in CT WGs.
5.1.4.z.3
Evaluation 

NG-KSI allows the NG-UE and the CCNF/MMF to identify the security context and the correct master key. If such parameter is used, NG-UE and the dedicated network entity storing the NG-KSI do not need to invoke the authentication procedure during a subsequent set-up of the connection during mobility events from LTE to NG system or when a connection is changed from one access technology to another within the 5G system.
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