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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document adds a Solution to several Key Issues. We propose a secure component which is not removable from the UE and executes the USIM functions, as well as other important functions of NextGen UE security. It can be abbreviated as the “5G USIM”. 
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[…]
[x]

ETSI TS 103 465: "Vocabulary for 3GPP Specifications" Smart Cards; Smart Secure Platform (SSP); Requirements Specification (Release 14)
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
5.1.4.m
Solution #1.n: Non-removable USIM

5.1.4.m.1
Introduction 

The solution is to use a secure component which is not removable from the UE. It executes the legacy USIM functions inherited from previous standards (UMTS and LTE), as well as other important functions of NextGen UE security. It can be abbreviated as the “5G NR USIM”. 
5.1.4.m.2
Solution details 
This solution is an extension of a 5G USIM.  The solution uses a secure component similar to the GSMA Embedded UICC, but does not specify a physical form factor. This could be a UICC or a SSP (Smart Secure Platform). Only the logical interface to the 5G NR USIM needs to be defined within 3GPP; the approach would be similar to that of the ETSI SCP “Smart Secure Platform” (requirements specification ETSI TS 103 465 [x]).
The core functionality and physical design of the 5G NR USIM component shall be such as to permit robust security evaluation e.g. against a Common Criteria protection profile.

To provide support for multiple (and extendable) UE security functions, the 5G NR USIM component will have access to secure storage and support a random number generator for generating new key material (both symmetric and asymmetric keys). 
The interface to the 5G NR USIM shall provide a trustworthy indication of which component of the device is communicating with the 5G NR USIM to request use of any particular key or application (e.g. baseband, application processor, id/hash of requesting application). Specific solutions for detailed standardization may include reserving logical channels to various device components or by having separate sessions with separate "accounts" which are authenticated. 

The 5G NR USIM will have the functionality to generate new symmetric keys, using existing key material, and to encrypt and integrity-protect new keys using existing key material. 
The 5G NR USIM will have the functionality to generate new asymmetric key-pairs and integrity protect the public keys using existing key material. The 5G NR USIM will also be able to install new trusted public keys, integrity protected using existing trusted key material. 
Specific solutions for detailed standardization include:
i) Directly digitally signing a new public key using an existing trusted key 
ii)  
Authenticating a DH key exchange using an existing trusted key, and then deriving new keys from the DH shared secret and existing trusted key, or using these derived keys to protect transmission of a new key. See also Solutions #2.1, #2.2 and #2.6. 
iii) Integrity protection (and encryption) of new keys using an existing SIM OTA key 
iv) Deriving new keys from a subscription key (K), based on GBA or GBA-U, or using these derived keys to protect transmission of a new key. 
To provide for quantum-safety, the 5G NR USIM shall have a general capability to support lattice-based public key cryptography (which is considered by [2] to be the most-studied of quantum safe solutions). The exact public key algorithm (or suite of algorithms) is for further standardization, but a general capability to update the lattice-based crypto-algorithms used shall be supported by the 5G NR USIM. For security reasons, basic lattice operation primitives might need to be implemented at production of the 5G NR USIM (suitably-protected against side channel attacks), but the exact combination of operations used in a crypto-algorithm may be provided by a later remote update. 
5.1.4.m.3
Evaluation 

This solution addresses several key issues, especially Key Issue #1.8 UEs with Asymmetric Keys;  but also, based on meeting this, Key Issue #2.4: Equipment identifier authentication; Key issue #2.5: Non-AKA-based authentication; Key Issue #2.8: Authentication of the user; Key Issue #12.2: Remote credential provisioning for IoT devices; Key Issue #4.1: AS security during RRC idle mode; Key Issue #7.1: Subscription identifier privacy.
The trust issues identified in 5.2.8.3 are  resolved by, for example, enabling a network operator to receive a new public key from the 5G NR USIM integrity protected using an existing key that is already trusted by the operator (for example a subscription key or SIM OTA key). Or the operator will be able to provide the 5G NR USIM with a new public key to verify network components, integrity protected using an existing operator key trusted by the 5G NR USIM (for example a subscription key or SIM OTA key). 

 ~ ~ ~ End of second text proposal ~ ~ ~
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