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Abstract of the contribution: The format of PDCP layer is defined in this proposal for protecting the broadcast messages on PC5 interface based on existing solutions.
1. Introduction

In the chapter 6.1.1.1.2.1 and 6.1.1.1.2.2 of TR 33.885 the solutions are stated on how to implement the security requirements of anti-replay, integrity protection and data source authentication, and verification of V-UE identifier not expired against the broadcast messages on PC5 interface.
It is stated in the chapter 5.1.1 of TS 23.285 that “The PC5-U stack as defined in clause 5.1.2.1 of TS 23.303 [5] is used for the V2X communication over PC5 reference point.” The user plane stack in TS 23.303 is defined as following diagram:
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Based on above background, it is proposed that the security protection mechanisms mentioned in the first paragraph above could be provided in the layer of PDCP.

This proposal adds security part into the format definitions of PDCP layer based on the solutions stated in the in the chapter 6.1.1.1.2.1 and 6.1.1.1.2.2 of TR 33.885.
2. Proposal

It is proposed to make the following change to TR33.885 v0.4.0.

***********************Start of the first change************************

6.1.1.1.2
Secure One to Many V2x Communication 

……
6.1.1.1.X
The Format of PDCP Layer for Protection the Broadcast Messages
6.1.1.1.X.1 
PDCP Format for Broadcast Messages Protected by Identity based Authentication
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The parameters TIME, KMS_ID, time, sig are described in clause 6.1.1.1.2.1 “Broadcast Messages Protected by Identity based Authentication”.
6.1.1.1.X.2 
PDCP Format for Broadcast Messages Protected by Certificate based Authentication
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The parameters sender’s certificate, time, sig are described in clause 6.1.1.1.2.2 “Broadcast Messages Protected by Certificate based authentication”
***********************End of the first change*************************
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