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Abstract of the contribution: We propose simple evaluation text for solution #1.3.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document already includes Solution #1.3: Radio interface user plane encryption.  This pCR adds evaluation text for that solution.

2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.1.4.3
Solution #1.3: Radio interface user plane encryption

5.1.4.3.1
Introduction

This solution addresses key issue #1.4.

5.1.4.3.2
Solution details 

User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support.  Both 128-bit and 256-bit encryption keys should be accommodated.

In an integrity protected signalling message, the UE states which algorithms it supports.

The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the device in an integrity protected signalling message. 

The encryption should always be applied where regulations permit.

5.1.4.3.3
Evaluation 

The solution straightforwardly addresses key issue #1.4.


~ ~ ~ End of first text proposal ~ ~ ~
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