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Abstract of the contribution: This contribution provides the details of how MASA provides mutual authentication for NG-UE when perform MASA Initial Authentication Procedure. Based on this discussion, it is proposed that the following Editor’s Note be deleted. Editor’s Note: Details of how the solution addresses mutual authentication is FFS.
1. Introduction
NG-MASA as described in TR33.899 clause 5.2.4.12 has the following Editor’s Note: Editor’s Note: Details of how the solution addresses mutual authentication is FFS. This contribution describes the details of how MASA provides mutual authentication for the NG-UE when accessing the network using MASA Initial Authentication procedure. 
2. Network Authenticate NG-UE
2.1. Home Network Authenticate NG-UE

In 3GPP EPS-AKA, the home network relies on its trust relationship of the serving network to validate the authenticity of the UE. There is no currently a clear indication from the serving network to the home network that the UE has been authenticated however, plenty of implicit ones.

In MASA, the home network is the network which is trusted to authenticate the UE. As a matter of fact, the home network is able to validate and authenticate the NG-UE before sending any security credential to the serving network. In other words, if the NG-UE failed authentication, the home network will only send a failure cause to inform the serving network to release resources for this specific NG-UE.

The home network authenticates the NG-UE based on the authentication of the IAR message that is received through the serving network in the Authentication and Data Request message, as follows:

1. Home network recovers the HID which is associated with the home network public and private key pairs.

2. Home network decrypts the IAR using the home network private key.

3. Home network recovers the IMSI from the IAR message, COUNTER, MAC, and RAND1.

4. Based on IMSI, home network allocates the subscriber ‘K’ and derive the IAR keys (IARKint + IARKenc) based on ‘K’, RAND1, and other derivation material.
5. Home network validates the authenticity and integrity of the IAR message by calculating the Network-MAC.

6. Home network checks Network-MAC against MAC and verify the authenticity of the message and authenticate the UE.
2.2. Serving Network Authenticate NG-UE

The serving network authentication of the NG-UE can be achieved in two ways (double protection):

1. Serving Network can rely on the home network to communicate to it whether the UE is authentic or not based on the IAR validation.

2. Serving Network can use the RES received in the Authentication and Security Complete message received from the NG-UE at the end of the Initial Authenoictaion procedure to compare with the XRES. The serving network follows the same process as per EPS-AKA.
2.3. NG-UE Authenticate the Network

When the NG-UE receives Initial Authentication Response (IAS) from the serving network, the NG-UE authenticates the network in two ways (double authentication) as follows:
2.3.1. NG-UE Authentiucate Network based on IAS Integrity

1. NG- UE validates the received RAND2 to be the same RAND2 that NG-UE sent in the IAR message encrypted in the inner block of the IAR message. This validates the IAS is not being replayed.

2. NG-UE uses the IASKint key to calculate the UE-MAC over the IAS message. NG-UE compares the UE-MAC to the MAC included in the IAS to validate the authenticaity and integrity of the IAS message that was recievd from the serving network.

3. When IAS message integrity validation is successful, the UE is assured that the serving network it is attached to is trusted by its home network and authentic to the extent that the home network provided the IAS keys to the serving network to protect the NG-UE IAS message.

2.3.2. NG-UE Authentiucate Network based on EPS-AKA

1. After NG- UE validates the authenticity and integrity of the IAS message, NG-UE recovers the AV material received in the IAS message, AUTN and RAND.
2. NG-UE reaches its (e)UICC application to authenticate the network based on RAND and AUTN and following the EPS-AKA.
With this the NG-UE has authenticated the network.
3. Conclusion

1. MASA provides a mutual authentication mechanism that allows the home network to authenticate the NG-UE before sending any security material to the serving network. In addition, it provides the serving network two mechanisms to authenticate the NG-UE and double protection for the NG-UE to authenticate the network. This means that the following Editor’s Note “Editor’s Note: Details of how the solution addresses mutual authentication is FFS “ clause 5.2.4.12.2.4.2 can be deleted
2. SA3 is kindly requested to agree to the companion pCR for the TR 33.899.
2

