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Introduction
The security mode procedure used in the current SAE/LTE specification is not directly applicable for NextGen system because
· There are multiple levels of Security handling function introduced in NextGen system like:
· Authentication Credential Repository and Processing Function (ARPF)
· Authentication Server Function (AUSF) 
· Security Anchor Function (SEAF)
· Security Context Management Function (SCMF)
· C-plane functionality is divided into two components:
· [bookmark: _GoBack]MM – Mobility management 
· SM – Session management
· Introduction of slices in the network
· UE can have multiple security profiles
This document proposes security mode procedures for NextGen networks to establish NAS, UP and AS Security based on the Key Hierarchy proposed in S3-161631.
[bookmark: _Toc463866518]**************BEGIN OF CHANGES************
5.1.4.zz	Solution #1.xx Security mode procedure for NextGen network 
[bookmark: _Toc463866519]5.1.4.zz.1	Introduction 
This solution addresses the security mode procedure for NextGen network.
[bookmark: _Toc463866520]5.1.4.zz.2	Solution details 
[bookmark: _Toc463866521]Figure 5.1.4.zz.2-1 shows the call flow for security mode procedure of non-roaming scenario.  Security mode procedure in the NextGen consists of NAS security mode procedure, AS security mode procedure and UP security mode procedure.
  This solution makes following assumptions:
· Security context for the UE does not exist.
· AKA procedure precedes Security Mode procedure.

5.1.4.zz.2.1 NAS security mode procedure 
The NAS Security is established between UE and MM, the detailed message flow is given below
1. The SEAF derives the KSCMF, the slice anchor key.
2. The SEAF sends the NAS SMC(KSCMF, NSSAI, UE Security Capabilities, Network Capabilities) to the SCMF.
3. The SCMF (a) derives the KCP-CN, and (b)sends the NAS SMC command to the MM.
4. The MM selects the algorithm for integrity protection and encryption and derives the NAS keys. The algorithm could also be selected by the SCMF and sent to the MM.
5. The MM forwards the NAS SMC message along with details of the algorithm and the NAS-MAC to the UE.
6. At the UE, the KSCMF, KCP-CN and the NAS keys are derived.
7. The UE sends the NAS Security Mode Complete (NAS-MAC) to the MM, which forwards it to the SCMF, which forwards it to the SEAF.
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Figure 5.1.4.zz.2-1 Message flow for NAS security mode procedure of non-roaming scenario 

5.1.4.zz.2.2 UE security mode procedure 

The UP Security is established between UE and UP-GW, the detailed message flow is given below
1. The SCMF checks the UE subscription and NS allocation capabilities.
2. It then (a) derives the KUP and (b) sends the Slice Initiation Request(KUP,NSSAI) to the UP-GW.
3. The UP-GW sends the Slice Session Request(KUP) to the SM.
4. The SM selects the algorithm for integrity protection and encryption and derives the session keys.
5. The SM sends the Slice Session Response to the UP-GW along with the session keys..
6. The UP-GW then sends the UP SMC(KSI,SV(), algorithms, NS-MAC) to the UE.
7. The UE (a) derives the KUP and the session keys and (b) sends the UP SM Complete(NS-MAC) to the UP-GW.
8. The UP-GW sends the Slice Initiation Response to the SCMF after checking NS-MAC value to authenticate the message.
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Figure 5.1.4.zz.2-2 Message flow for UP security mode procedure of non-roaming scenario 

5.1.4.zz.2.3 AS security procedure 
The AS Security is established between UE and NG (R)AN, the detailed message flow is given below
1. The SEAF (a) derives KAN and (b)sends the Attach Accept(KAN) message to the NG (R)AN.
2. The NG (R)AN selects the algorithms for RRC and UP encryption and integrity protection and derives them.
3. The NG (R)AN sends the AS SMC(KSI, AS Int Algo, AS enc Algo, MAC) to the UE.
4. The UE (a) derives the KAN and corresponding RRC and UP integrity and encryption keys and (b) sends the AS SM Complete command along with MAC to authenticate the AS SMC message.
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Figure 5.1.4.zz.2-3 Message flow for AS security mode procedure of non-roaming scenario

5.1.4.zz.3	Evaluation 
FFS
***************END OF CHANGES*************
