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1. Introduction

Release 14 adds mission critical video (MCVideo) as a feature extension to the existing R-13 mission critical architecture.   
Stage 1 specifies the following common core security requirements which pertain to all mission critical services (MCX) including MCVideo:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.
[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs.

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

[R-5.12-011] Subject to regulatory constraints, the MCX Service shall provide a cryptographic key management service(s).

[R-5.12-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.12-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

[R-5.12-014] The MCX Service shall provide end-to-end confidentiality and integrity protection to the MCX User Profile when transferred to and/or from and while stored on an MCX Server, an MCX UE or both.
Furthermore, the Release 14 security WID states the following architecture strategy, “The information contained in the Release 13 Stage 2 security architecture defined for MCPTT (TS 33.179) shall be the foundational security architecture for mission critical data, video and enhancements to maintain cohesion and integration between Mission Critical services.  The R-13 MCPTT security architecture (defined in TS 33.179) shall be reused as much as possible in the design of the R-14 MCPTT security architecture.”
To satisfy the above Stage 1 requirements and in the spirit of the WID strategy, the following pCR proposes a security architecture for MCVideo that follows the security paradigms and schemas defined in 33.179 for MCPTT.
2. pCR to TR 33.880
************************ Start of change 1 *********************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xa]
3GPP TR 22.280: "Mission Critical Services Common Requirements (MCCoRe)".
[xb]
3GPP TR 22.281: "Mission Critical Video services over LTE".
[xc]
3GPP TR 33.179: "Security for Mission Critical PTT over LTE".
************************ End of change 1 *********************************
************************ Start of change 2 *********************************
5.6
Key issues on video communications (MCVideo)

5.6.1
Key Issue #5.1: Equivalence with MCPTT

5.6.1.1
Issue details

From a security point-of-view, video communications are equivalent to voice communications, but with a different (video-enabled) codec. Hence the security requirements on eMCPTT also apply to MCVideo.
The release 14 stage 1 requirements for MCVideo can be found in 22.280 [xa] and 22.281 [xb].  Document 22.280 [xa] provides the security requirements that are common to all MCX services (MCVideo, MCPTT, and MCData) and therefore should be addressed here.
5.6.1.2
Security threats

Threats applicable to MCPTT may be applied to MCVideo.

5.6.1.3
Potential security requirements

5.6.1.3.1
General
 [MCSEC-5.6-001]
The security requirements from clause 5.4 also apply to the MCVideo service.
5.6.1.3.2
Group key management
[MCSEC-5.6-002] Group key material shall be integrity and confidentiality protected for a specific MCX User during distribution from the MCX service to MC UEs.

[MCSEC-5.6-003] Group key material shall be authenticated as coming from a valid, authorized source. The authorized source may be an MCX Administrator or may be another authorized entity (e.g. an authorized MCX User or Dispatcher).

[MCSEC-5.6-004] It shall be possible for authorized entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material.

[MCSEC-5.6-005] The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

[MCSEC-5.6-006] It shall be possible for an authorized, authenticated entity to revoke and update a group security context from use.

5.6.1.3.3
On-network operation
[MCSEC-5.6-007] All users of the MCX service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

[MCSEC-5.6-008] The MCX service should take measures to detect and mitigate DoS attacks to minimize the impact on the network and on MCX users.

[MCSEC-5.6-009] The MCX user shall be authenticated by the MCX application.

[MCSEC-5.6-010] A mechanism shall exist that allows the MCX application to be authenticated by the MCXuser.

[MCSEC-5.6-011] The MCX UE and MCX service should enforce the result of the authentication for the duration of communications (e.g. by integrity protection or implicit authentication by encryption with a key that is derived from the authentication and is unknown to the adversary).

[MCSEC-5.6-012] The security solution should minimize the impact of a compromised MCXUE on other MCX UEs.

[MCSEC-5.6-013] The MCX Service shall provide a means to ensure integrity of all MCX user signalling at the application layer.

[MCSEC-5.6-014] The MCX Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.

[MCSEC-5.6-015] The MCX service shall provide a means to support confidentiality of MCX user identities from all entities outside the MCX service.

[MCSEC-5.6-016] The MCX service shall provide a means to support confidentiality of MCX signalling from all entities outside the MCX service.

[MCSEC-5.6-017] The MCX Service shall provide a means to support end-to-end confidentiality and integrity protection for all media traffic transmitted between MCX UEs.

[MCSEC-5.6-018] The MCX Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCX UE to the MCX application server.

5.6.1.3.3
Ambient listening
[MCSEC-5.6-019] Specific roles in the organization and shall be identified to authorize and activate Ambient Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening.

[MCSEC-5.6-020] The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an 'event' by the system.

[MCSEC-5.6-021] Any decision to activate Ambient Listening, or review of such a decision, may also be recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being used i.e. an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence gathering in criminal cases.  If this is the case the authorization needs to be recorded elsewhere as appropriate.

[MCSEC-5.6-022] A radio user should be told as soon as possible that they are, or have been, subject to Ambient Listening and the reason why the functionality was activated.  The fact they have been informed, by whom and when, should be recorded in a suitable log.
5.6.1.3.3
Data communication between MCVideo network entities
[MCSEC-5.6-023] A security mechanism shall exist that allows transmission of data between 3GPP MCX network entities to be authenticated, confidentiality protected, integrity protected and protected from replays.

NOTE:
UE-to-UE and UE-to-network relays are not considered to be 'network entities'.

5.6.1.3.3
Off-network operation
[MCSEC-5.6-024] The MCX service should take measures to detect and mitigate DoS attacks to minimize the impact to relays and to off-network MCX users.

[MCSEC-5.6-025] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs, including where relays are used.

[MCSEC-5.6-026] The MCX Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCX UE to the MCPTT application server, including where relays are used.

[MCSEC-5.6-027] MCX off-network UEs shall be explicitly or implicitly authenticated to each other.

[MCSEC-5.6-028] MCX off-network UEs and MCX relays shall be explicitly or implicitly authenticated to each other.

[MCSEC-5.6-029] The security solution should minimize the impact of a compromised MCX UE on other MCX UEs.

[MCSEC-5.6-030] The MCX Service shall provide a means to ensure integrity of all MCX user signalling at the application layer.

[MCSEC-5.6-031] The MCX service shall provide a means to support confidentiality of MCX user identities from all entities outside the MCX service.

[MCSEC-5.6-032] The MCX service shall provide a means to support confidentiality of MCX signalling from all entities outside the MCX service.

5.6.1.3.3
User authentication and authorisation
 [MCSEC-5.6-033] MCX user authentication and authorization shall provide for the interoperability between different networks and interoperability between different manufacturers' clients and servers.
[MCSEC-5.6-034] MCX user authentication and authorization shall satisfy the requirements for MCX roaming and migration.

[MCSEC-5.6-035] MCX user authentication and authorization shall support all deployment models listed in 23.179 [2]).
[MCSEC-5.6-036] MCX user authentication and authorization shall support different mechanisms to authenticate the user, e.g. Web SSO, SIP digest, GBA, biometric identifiers, username+password.

[MCSEC-5.6-037] MCX user authentication and authorization shall provide efficient support from small MCPTT systems with few users to large scale MCPTT systems with hundreds of thousands of users.

[MCSEC-5.6-038] MCX user authentication and authorization shall be extensible to provide authorization for further mission critical services including group aware services, additional interfaces, etc.
************************ End of change 2 *********************************
3. Conclusion

To satisfy the Stage 1 MCVideo security requirements, we kindly ask SA3 to consider the above pCR.

