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Abstract of the contribution: This contribution proposes a new key issue on “Security aspects of dual connectivity”. This key issue is assumed to go under security area “RAN Security”. 
1 Introduction 
This contribution proposes a new key issue on “Security aspects of dual connectivity”, a key issue on “Security aspects of handovers in NR” and a key issue on “Security aspects of WLAN integration”. These key issues are assumed to go under the security area “RAN Security”.
2 Key issue
In this key issue proposal, we propose to study security aspects of dual connectivity. 
The next generation system is expected to cover different cases of dual connectivity. As dual connectivity in LTE impacts security, the security aspects of dual connectivity will need to be studied in the next generation work as well. 

One important aspect to study are the different architecture and interworking options for dual connectivity, as dual connectivity in the next generation system may involve not only next generation nodes, but also LTE radio access and possibly also the EPC. However, not all theoretically possible combinations need to be studied in SA3, because some combinations have already been ruled out by discussions at SA#72. Possible options are numbered following SP-160464. There were no supporters for options 6 and 8. The remaining options include five possible scenarios for dual connectivity involving NG nodes:

	Option(s)
	Main node
	Secondary node
	Core network

	2
	gNB
	gNB
	NextGen core

	3, 3a
	eNB
	gNB
	EPC

	4, 4a
	gNB
	eNB
	NextGen core

	5
	eNB
	eNB
	NextGen core

	7, 7a
	eNB
	gNB
	NextGen core


NG base stations will are called gNB according to an agreement in RAN3#92.
Most of the scenarios (3 and 3a, 4 and 4a, 5, 7 and 7a) depend on interworking between the LTE system and the next generation system. Similarities and differences between the systems will hence influence the study of the security aspects of dual connectivity. Furthermore, the study of the security aspects of dual connectivity will depend on the technical work on dual connectivity.

The study of security aspects of dual connectivity hence depends on the work progress for a number of other questions that are still open. Nevertheless, the security aspects of dual connectivity will need to be studied when the work on these topics has progressed further. We thus propose to add a key issue on security aspects for dual connectivity, in order to include the topic in TR 33.899 for further study.

3 Proposal
It is proposed that SA3 adds the attached key issues to TR 33.899.
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5.4.3.a 
Key issue #4.y: Security aspects of dual connectivity
5.4.3.y.1 
Key issue details
The next generation system is expected to cover different cases of dual connectivity. The purpose of this key issue is to study security aspects of dual connectivity in the next generation system.

Dual connectivity in the next generation system may involve not only next generation nodes, but also LTE radio access and possibly also the EPC. The options that may be relevant to study are listed in Table a.

Table a: Architecture options for dual connectivity

	Main node
	Secondary node
	Core network

	gNB
	gNB
	NextGen core

	eNB
	gNB
	EPC

	gNB
	eNB
	NextGen core

	eNB
	eNB
	NextGen core

	eNB
	gNB
	NextGen core



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Most of the scenarios  involve both the LTE system and the next generation system. Similarities and differences between the systems will hence influence the study of the security aspects of dual connectivity. For example, the following aspects may have an influence:

· Similarities and differences in the PDCP layer of LTE and corresponding layer(s) in the next generation system;

· The endpoint of user plane data encryption in the next generation system; and

· Possible user plane integrity protection in the next generation system.

The study of the security aspects of dual connectivity will of course also depend on the technical work on dual connectivity.

Editor’s Note: The security aspects of dual connectivity should be studied further when similarities and differences between LTE and NR and the technical work on dual connectivity have progressed.

5.4.3.y.2

Security threats 

An attacker may eavesdrop on traffic involved in dual connectivity.

An attacker may impersonate an eNB, gNB or UE involved in dual connectivity.

Editor’s Note: The security threats should be updated when the security aspects of dual connectivity are studied further.
5.4.3.y.3

Potential security requirements
Editor’s Note: The potential security requirements are ffs.
5.4.3.b 
Key issue #4.z: Security aspects of intra-NR mobility
5.4.3.c Editor’s Note: This key area is ffs. It will discuss handovers, idle mode mobility and possibly inactive mode mobility.
5.4.3.d Key issue #4.aa: Security aspects of WLAN aggregration
Editor’s Note: This key area is ffs.
***
END OF CHANGES
***
