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1. Overall Description:
SA3 would like to thank RAN2 for their LS on PDCP ciphering for high data rates in eLWA (R2-164557 / S3-160913).  SA3 discussed the LS and concluded that since the eLWA bearer is an LTE bearer, the eNB has to assure same level of security for the LWA bearer irrespective over which link (LTE or WLAN) the bearer is served. SA3 would like to provide the following response to RAN2 questions:

RAN2 Question 1) Are there any security issues if PDCP ciphering is not used for high data rate traffic sent over WLAN for an LWA bearer in downlink direction?
SA3 Response:  If PDCP ciphering is not used for the LWA bearer over WLAN in the downlink direction, SA3 identified a few security issues that would lead to security not being at the same level as for the LWA bearer that is sent over LTE. Some of the foreseen security issues (non-exhaustive list) are:

· Data traffic available in the clear to the nodes within WT (e.g., WLAN AP)
· Use of different security algorithms over LTE vs WLAN

· Inability for the eNB to control the IVs (e.g., PDCP layer COUNT values) used for encryption

Therefore, SA3 recommends that PDCP ciphering is always used even if the high data rate traffic is sent over WLAN.

RAN2 Question 2) In addition, do SA3 see any issue with not using PDCP ciphering in the context of mobility, in particular, would this impact previous SA3 decision (as discussed in S3-160725).

SA3 Response:  If PDCP ciphering is not used, then the SA3 response provided in S3-160725 would not be valid as the SA3 response in that LS assumed that PDCP ciphering is not disabled.  Furthermore, WT would need to ensure that keys are refreshed when the UE moves from one AP to another AP within a Mobility Set in order to maintain the same level of security as LTE when mobility occurs (e.g., when a UE moves from one cell to another, the PDCP keys are refreshed).

2. Actions:

To RAN WG2 group.

ACTION: 
SA3 kindly requests RAN2 to take the above responses into account and recommends not to disable PDCP ciphering in order to assure same level of security for LTE bearers even if they are sent over WLAN.
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