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Abstract of the contribution: This pCR identifies the key issues associated with inter-domain identity management operation.
1. Introduction

There are interconnect use cases where a mission critical user may require service authorisation in domains that are different from the user’s home domain.

For instance, a mission critical user that is home to one domain may be a member of a PTT group located in a second domain, while also being a member of a video group service located in a third domain.  In these use cases, the identity of the user must be authorized at each partner domain in order for that user to obtain the group services.

The following Stage 1 requirements from 22.179 apply to interconnect operation:

 [R-6.18.2-002] The authentication of an MCPTT User with an MCPTT Service in a Partner MCPTT System shall be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.

NOTE 1:
This is an application layer authentication and not 3GPP network authentication.

 [R-6.18.2-004] An MCPTT Service shall provide mechanisms to allow an MCPTT User on the Primary MCPTT System to affiliate to an MCPTT Group from a Partner MCPTT System, subject to authorisation from the Primary MCPTT System and the Partner MCPTT System where the MCPTT Group is defined.

 [R-6.18.2-007] End to end security of an MCPTT Group communication (including in Partner MCPTT Systems) shall be based on parameters obtained from the MCPTT system where the MCPTT Group is defined.
Theft of service, impersonation, and denial of service are possible security threats for an MCPTT system that accepts users from a partner domain.  To mitigate these threats, a secure method of authenticating and authorising a foreign user is needed.
2. pCR to TR 33.880
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5.7.X
Key issue #X: Inter-domain user authentication and authorisation

5.7.X.1
Issue details

Users whose identity is managed by an identity management service in one domain may need access to interconnect services in a different domain.  For example, a user home to IdM service in domain A may be a member of a group video service in domain B, a member of a group data service in domain C, and may engage in individual or group voice service with users in domain D.  In order to support these scenarios, identity management services in different domains need to support the user authentication and authorisation of visiting users.
Theft of service, impersonation, and denial of service are possible security threats for an MCX System that accepts visiting users.  To mitigate these threats, a secure method of authenticating and authorising a visiting user is needed.
When a user is home to one identity management service, the home identity management service needs to provide some verifiable credential to the other identity management services, thereby proving the authenticity of the user.

The partner identity management service must have a method to authenticate and verify the user before granting the user authorisation to local services, thereby eliminating the theft of service, impersonation, and denial of service security threats.
5.7.X.2
Security threats

If users are allowed to access a service in a different domain without user authentication and authorisation, the following security threats may occur:

a) Theft of service – an adversary could be granted access to a particular service without being held financially responsible for that service.  This is especially true if combined with the impersonation threat.

b) Impersonation – an adversary could falsely present themselves as a legitimate user without being required to prove their identity, thereby acting as the legitimate user without their knowledge or consent.

c) Denial of service – an adversary that is freely granted PTT, data, or video services without authorisation can access and overload mission critical resources preventing other authentic mission critical users from using these service(s).  Combined with the impersonation threat, an adversary could act as a legitimate user and obtain mission critical resources, thereby denying the resources from other mission critical users.

5.7.X.3
Potential security requirements

The following inter-domain user authentication and authorisation security requirements address the security threats identified in clause 5.7.x.2 and the inter-domain authentication and authorisation requirements from [aaa].

· All Mission Critical Users shall be authenticated with their home identity management service prior to authentication or authorisation with a partner domain.

· An identity management service shall authenticate a visiting user prior to authorising that user for local service(s). 
· A visiting user shall be authorised with the local server(s) at the partner MCX System before being granted local services.  
· A user requiring services at a partner domain shall first acquire a verifiable credential from the user’s primary identity management service.
· The partner identity management service shall have full and overruling authorisation control of all visiting users requesting services in the partner MCX System.
Editor’s Note: It is FFS whether an access token revocation method is needed.
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