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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK173][bookmark: OLE_LINK174]Abstract of the contribution: This pCR proposes to add the definition of security anchor in section 3.1and modify some descriptions in the section5.1.3.2.
Introduction 
The definition of security anchor has been proposed in the section 5.1.3.2.1, i.e. a security functional entity in Next Generation that exhibits properties similar to that of the MME, i.e. it is a signalling entity that resides in a physically protected location and maintains a key that is never forwarded to exposed locations and is used to derive AN-specific keys. We propose to add this definition into section 3.1 to enhance the readability.
In addition, the security anchor has the authentication function and key maintenance function according the definition of security anchor. So we propose to modify some descriptions to make it clear. 
Proposed pCR
[bookmark: OLE_LINK198][bookmark: OLE_LINK199][bookmark: OLE_LINK200][bookmark: OLE_LINK177]***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc450799626][bookmark: _Toc452622371][bookmark: _Toc452659328][bookmark: _Toc452659741][bookmark: _Toc452660160][bookmark: _Toc452662308][bookmark: _Toc452966419][bookmark: _Toc452966836][bookmark: _Toc452967250][bookmark: _Toc452967663][bookmark: _Toc452969972][bookmark: _Toc453242536]3	Definitions, symbols and abbreviations
[bookmark: _Toc450799627][bookmark: _Toc452622372][bookmark: _Toc452659329][bookmark: _Toc452659742][bookmark: _Toc452660161][bookmark: _Toc452662309][bookmark: _Toc452966420][bookmark: _Toc452966837][bookmark: _Toc452967251][bookmark: _Toc452967664][bookmark: _Toc452969973][bookmark: _Toc453242537]3.1	Definitions
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
Editor’s note: Assumptions related to the ownership and control of alternative 3GPP subscriber credentials and alternative subscriber credentials needs to be clarified. See related aspects that are FFS on alternative credentials on key issue "Authentication identifiers and credentials".
3GPP subscriber credential: a subscriber credential that has a 3GPP subscriber identifier, and a key (i.e. an existing 3GPP key or alternative key). 
3GPP subscriber identifier: a subscriber identifier that is routable to the home 3GPP network if the UE is roaming; example of such identifier could be e.g. "MCC.MNC.sensor12345@factory.com" (cf. IMSI). 
Alternative 3GPP subscriber credential: a 3GPP subscriber credential that has a 3GPP subscriber identifier and alternative key.
Alternative subscriber credential: a subscriber credential that has non-3GPP subscriber identifier and an alternative key. 
Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.
Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Device Identifier: The identifier that uniquely characterises a device used to access the 3GPP system (e.g. IMEI and MAC address).
Existing 3GPP subscriber credential: a 3GPP subscriber credential that has 3GPP subscriber identifier and an existing 3GPP key. 
Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.
Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.
Non-3GPP subscriber credential: a subscriber credential that has a non-3GPP subscriber identifier and a key (i.e. alternative key). 
Non-3GPP subscriber identifier: a subscriber identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.com"  
Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy: The right to the protection to any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).
Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.
Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).
Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.
Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
Security anchor: It is a signalling entity that resides in a physically protected location. Its functions at least include: authentication function, deriving AN- and CN-specific keys by using a key that is never forwarded to exposed locations, and secure storage of security context.
Editor’s note: Authentication function and derivation of keys may reside in different functional entities.
Subscriber credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 
Subscriber Identifier: The identifier that uniquely characterises a subscriber accessing the 3GPP system.
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Summary: 
Is a security anchor in the Core Network beneficial for Next Generation? If so, can it be realized in an access-agnostic way?
Details:
A major advantage of the EPS security architecture over that of UMTS and GSM CS is that the MME provides a security anchor in the Core Network (CN). KASME is an intermediate key stored in the MME that is never transferred to the Access Network (AN). All AN-related keys are derived (directly or indirectly) from KASME without the need for re-authentication. 
This key issue deals with the question whether it is necessary or advantageous to have a security functional entity in Next Generation that exhibits properties similar to that of the MME, i.e. it is a signalling entity that resides in a physically protected location and maintains a key that is never forwarded to exposed locations and is used to derive AN-specific keys. We call this entity "security anchor".
In the current evolved packet core (EPC) system, the mobility management entity (MME) is an entity that is responsible for mobility management (MM) and session management (SM) for UEs. In addition, the MME is performs authentication and key agreement (AKA) with a UE based on an authentication vector(s) provided by the UE’s home network (i.e., HSS). In other words, the MME is the security anchor in the serving network. 
The security anchor functionality of the MME assumes that the MME is deployed in a physically secure location, thereby being sufficiently isolated and protected from external entities. However, locating the AKA functionality in the MME may prohibit flexible deployment of network functions in the NextGen networks. For example, MM and SM functionalities may need to be moved towards the network edge (i.e., closer to RAN or collocated with RAN) to reduce signalling latency or to reduce management overhead at a single MME (i.e., for scalability). As another example, MM functionality and SM functionality may be located in different network entities. 
To support various deployment models/scenarios of network functions, it is desired to decouple AKA functionality from other functionalities and maintain the authentication function in the security anchor (i.e., authentication function) deep inside the network independently of deployment scenarios. This enables flexible MM and SM function placement without impacting security. Furthermore, introduction of a seperate security anchor helps reduce security configuration complexity between network entities/functions.
It should be clear from the functional specification and not depend on particular deployments whether the security anchor resides in a physically protected location or not. 
NOTE: 	For EPS, the assumption was made that CN nodes always reside in physically protected locations while AN nodes may reside in exposed locations. The term "physically protected" is not meant to imply tamper-resistance or similar concepts. 
In case the need for a security anchor is agreed then it needs to be decided further whether the security anchor can be realized efficiently in a (completely) access-agnostic way or needs to be access-dependent (at least to some degree). 
Editor's Note: The current text in TR 23.799: "Supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks" could be misunderstood as not allowing a security anchor performing access-specific functions in the core network. However, this should be open for further study.
The following provides more background information: 
Potential security benefits of the security anchor (motivated by observations from EPS) include:
-	Forward security (In EPS, a fresh key is sent from MME to target eNB in handovers, meant to provide increased security in case of chained handovers)
-	Provisioning of fresh key after idle-active transition without the need for re-authentication (as opposed to UMTS); there is no need to keep keys in exposed node during idle mode. (But will there still be an idle mode in Next Generation?) 
-	Termination of security for UE-CN signalling in security anchor can thwart some persistent DoS attacks (e.g. paging attack, 2013).  (But will there still be NAS signalling in Next Generation?)
-	A connectionless mode is under discussion in SA2 where user plane security terminates in the CN. Such a mode could possibly benefit from a security anchor in the CN.
It is ffs whether these security benefits are also desired in Next Generation, and, if so, how they can be realized. 
The following questions should be studied for this key issue, motivated by observations from EPS:
-	Is the provisioning of new AN keys by the security anchor tied to AN mobility events?
•	In EPS, initial NAS messages or Path Switch messages are triggers for key generation in the MME. 
•	Efficiency is achieved in EPS through piggy-backing keys on mobility messages
-	How is fresh input to key derivation synchronized between UE and security anchor?
•	Examples of fresh inputs from EPS include: NAS uplink COUNT, previous NH key
•	Synchronization is efficiently provided in EPS as part of mobility signalling (e.g. inclusion of 3-bit NCC in HO Command)
-	How is a replay of keys prevented?
•	In EPS, the UE and the MME are in control of the fresh input 
-	How is inter-RAT mobility (NextGen-LTE, NextGen-other) supported? Which NextGen entity would interface with LTE CN or WLAN network for handover or idle mode mobility (providing key derivation and key transfer)?
•	In EPS, the MME provides mapped keys
-	How is multiple-RAT connection (NextGen-LTE, NextGen-other) supported (for single UE)? Which NextGen entity would interface with LTE CN or WLAN network for security context setup (providing key derivation and key transfer)?
•	In EPS, the MME (or AAA in case of non-3GPP access) are in the control of security setup
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-	The authentication functionality  should be kept in a physically secure location in the network even if the MM and SM functionalities are located closer to the RAN or collocated with the RAN.
 
***	END OF THIRD CHANGES	***
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