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5.x
Security area #x: Security for Interworking and Migration

5.x.1
Introduction 


This security area focuses on security aspects of migration and interworking scenarios.

Example interworking scenarios to consider are from EPC to NextGen core.

In addition, typical roaming scenarios between operators will be studied in TR 23.799. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core. Typically an MNO will not deploy a standalone Next Generation System right from the beginning, but rather deploy it in parts of his PLMN area in addition to an existing legacy 3GPP RAN. Further NextGen core of an operator will need to support roaming with partners that have not yet migrated to the NextGen core. Thus migration strategies and interworking is required to maintain service for UEs changing between NextGen Radio (NR) and legacy 3GPP RAN. This key issue focuses on security aspects of migration and interworking scenarios based on the findings TR 23.799.

Several options of interworking and migration between radio technologies and possible core network concepts have been identified. 

· Radio technologies to be considered are eLTE (Rel-15) and NR. 

· Core Network concepts to be considered are EPC and Next Generation Core (NGCN). 

Editor's Note: The summary on interworking scenarios for 5G, as given in SP-160464_RP-161266, resulted in 12 options how to combine radio technologies with CN concepts, some of them were ruled out for Rel-14. S2-163408 visualizes all possible deployment scenarios, also laid out in detail in S2-163464. S2-163348 proposes Option 2/4, Option 3 and Option 7 in the initial deployment options in Release 14 work for migration, interworking and forward compatibility considerations.  

Editor's Note: once SA2 decision is clear on the options, this section may be modified accordingly.

This key issue should in particular address security aspects of 

· handover mobility and 

· idle mode mobility 

when a NextGen system interworks with LTE/eLTE and vice versa, or other systems (e.g. WiFi). In the latter trusted and untrusted access needs to be considered.
Editor's Note: Mobility during inactive state may also have to be considered, depending on SA2 decisions.

Based on the identified migration and roaming scenarios the need for security in interworking solutions between the NextGen core network and EPC will be determined and related solutions will be discussed.

5.x.2
Security assumptions

Editor's Note: This clause will document security assumptions related to each security area. 

Assumption: no SRVCC in 5G, no interworking with 2G, 3G.
Furthermore, it is assumed that mobility scenarios can be considered separately for core network and radio access network. 
Editor's Note: It is ffs whether this assumption is warranted. It is to be verified e.g. whether we will use the same key derivation scheme as for (e)LTE with the vertical and horizontal handovers.
5.x.3
Key issues
5.x.3.a
Key issue #x.a: : Security for Handovers 

5.x.3.a.1
Key issue details

NOTE: (e)LTE access networks can be attached to NextGen Core.

Security for the various handover scenarios needs to be considered here: 

Core network:
· UE moves inside NextGen Core (while changing radio access technology)
· UE moves between EPC and NextGen Core

Radio access:

· UE moves between NR and (e)LTE

· UE moves between NR and non-3GPP access
· UE moves between (e)LTE and non-3GPP access
Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 
5.x.3.a.2
Security threats 

5.x.3.a.3
Potential security requirements

5.x.3.b
Key issue #x.b: Security for Idle Mode Mobility  
5.x.3.b.1
Key issue details


NOTE: (e)LTE access networks can be attached to NextGen Core.

Security for the various idle mode mobility scenarios needs to be considered here: 

Core network:
· UE moves inside NextGen Core (while changing radio access technology)
· UE moves between EPC and NextGen Core

Radio access:

· UE moves between NR and (e)LTE

· UE moves between NR and non-3GPP access
· UE moves between (e)LTE and non-3GPP access
· Editor's Note: the above list needs to be checked for completeness. This may also depend on decisions in SA2. 
5.x.3.b.2
Security threats 

5.x.3.b.3
Potential security requirements
5.x.3.c
Key issue #x.a: Security aspects of migration  
5.x.3.c.1
Key issue details


Typical roaming scenarios between operators will be studied by SA2. For example the need for NextGen core of an operator to support roaming with partners that have not yet migrated to the NextGen core.

This key issue is introduced to study any security issues that may arise due to migration.
5.x.3.c.2
Security threats 

5.x.3.c.3
Potential security requirements
