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5.11
Key Issue #11: Choice of cryptoalgorithm

5.11.1
Key issue details

3GPP TS 22.185 [2] specifies requirements on message size, frequency, range, and speed that shall be met by the V2X system. If security parameters are added to the payload, these requirements should still be met.
Furthermore, due to lifetime of vehicles it should be possible to update the crypto(e.g. signature algorithms, key size, curve parameters).  
5.11.2
Security threats 

Radio resources may not be able to cope with the traffic load added by security. 

Many V2X use cases need to serve time requirements. If encryption and decryption takes too long time, the required range of response time or the maximum payload may not be met. 
Updating of crypto algorithms in the vehicles may result in impact tothe latency of communication or exceeding the security overhead.
Editor’s Note: It is FFS how to manage the crypto update in a backward compatible way.
5.11.3
Potential Security requirements

LTE V2X system should support cryptographic algorithm to meet the required response times.

Editor’s Note: Clarification of this requirement is needed under consideration of requirements in TR for BEST.

LTE V2X system should be designed so as to meet the requirements in consideration of the increase of the payload needed for security.
LTE V2X system should be designed so as to allow maintainability of security parameters such as signature algorithms, key size, curve parameters etc.
