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Abstract of the contribution: A method is proposed for the operator to control the life time of UE credentials, and for the receivers to verify the life time of UE credentials. 
Introduction
Section 5.7.1 of TR 33.885 V0.3.0 mentions that “The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application”, which requires that the secuirity credentials of UEs should be updated periodically.  
Section 6.1 of TR 33.885 V0.3.0 specifies a general security mechanism to protect broadcast messages by employing identity-based authentication or certificate-based authentication. Based on the security mechanism, we propose a method for the operator to control the life time of UE credentials, and for the receivers to verify the life time of UE credentials. With this method, we make sure that the credentials of UEs are updated periodically, the period is controlled by the operator, and the validity of the period (i.e., the updating of the credentials) can be verified by the receivers.
pCR

*** Change start
6.1.1.1.1.1
UE Security Credential Provisioning with Identity based Cryptography

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as “signer” and “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and the public key of the KMS to decrypt SAKKE payload.
The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp - identity credential expiration time).

Editor’s Note:  Assignment of a temporary identity to the UE is FFS.

UE may be configured with multiple sets of identity based credentials (with different expiration times) for purpose of key refreshment when UE is out of coverage.  Lifetime of identity based credentials will be governed by security policy. For example, we require the signing credential be changed every 5 minutes.
In the following protocol, the time slot [TIME, TIME + Duration] is the validity window of a credential, where Duration is a parameter specified by the operator according to its global policy. For example, upon receiving a broadcast message, if the receiving time is out of the time window, then the UE will discard the message.
Editor’s Note: It is FFS how the UE finds out what Duration is.
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Figure 6.1.1.1.1.1
- UE Security Credential Provisioning with Identity based Cryptography

1. UE sends a request to V2X KMS to receive Identity based credentials for a specified service ID.

2. V2X KMS exchanges messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note: it is FFS how the control function verifies that the V2X UE and V2X KMS do not run provisioning process without being authorized by the control function.


3a. If UE is to act as a Signer and Verifier, Key Management Function sends a response, including identity based key materials as follows:


SSK :  Signing Secret Key



PVT : Public Verification Token
       TIME: The starting time of the life time of (SSK, PVT)


KMS_Pub : KMS Public Key



KMS_ID : KMS ID



Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs
Note: In the description of ECCSI defined in RFC 6507 [14], there is no element TIME as defined above but is allowed to be included as part of the element ID. If TIME is to be defined as a separate element, some modification to ECCSI in RFC 6507 [14] is necessary. Specifically, the only change of the ECCSI is as follows: In RFC 6507 [14], HS = hash(G || KPAK || ID || PVT); in the updated ECCSI, HS = hash(G || KPAK || ID || PVT || TIME).
3b. If UE is to act as only Verifier, Key Management Function sends a response, including identity based key materials as follows:


KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

4. V2X KMS sends a confirmation to the V2X Control function indicating that UE1 was successfully provisioned with the credentials for the requested service ID.

6.1.1.1.1.2
UE Security Credential Provisioning with Certificate

The UEs may be provisioned with the required certificate in advance. V2X certificate represents the certificate holder UE’s authority to participate in authorized V2X communication. For example, the road side unit (RSU) UE holds certificate that authorize it to send authority broadcast announcement on road. The issuing CA may be a third party provisioning V2X service, hosted by the KMF. 

Upon successful provisioning of certificate, the UE also receives a set of trusted root certificates of CAs for authenticating other authorized V2X UEs during its operation on road. 

As depicted in Figure 6.x1.1.1.2, the protocol for UE security Credential provisioning using certificate consists of UE generating a self signed certificate for the service that wants to be authorized, confirmation by the V2X Control Function that UE can be authorized for this service by V2X Control function, and V2X CA delivering UE authorization cert, V2X CA root cert, and trusted root certs to the UE.  
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Figure 6.1.1.1.1.2
- UE Security Provisioning with Certificate

1. UE1 sends a request to V2X CA to receive certificate based credentials for the specified service. The Request includes a self-signed cert issued by the UE.  The Cert data (described in the subsequent section) includes the service ID that the UE wants to be authorized,

2. V2X CA shall exchange messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note : It is FFS how the control function verifies that the V2X UE and V2X CA do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X CA.

3. V2X CA sends a response to UE1 that includes UE1-Cert signed by CA , CA  root cert, and a set of root certificates trusted by the V2X CA, as UE1’s trust anchor.

4. V2X CA sends a confirmation to V2X Control function indicating the UE1 was successfully provisioned with credentials for the requested service ID.
6.1.1.1.2
Secure One to Many V2x Communication 

Editor’s Note:  Privacy issues of Secure one to many communication is FFS.

6.1.1.1.2.1
Broadcast Messages Protected by Identity based Authentication  

UEs with V2X authorization with identity based authentication may send signed broadcast messages. The receiver UE of signed broadcast message, with properly provisioned with identity based credentials, can verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.
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Figure 6.1.1.1.2.1
- Broadcast Messages Protected by Identity based Authentication
1. UE1 Creates a message (Message, PVT, TIME, KMS_ID), and signsit with its SSK, installed during the authorization phase with KMS.  

2. Upon receipt of the message, UE2 verifies it as follows.

(1) Verify TIME: Check whether the receiving time is out of the validity window.

(2) Verify the signature of (Message, PVT, TIME, KMS_ID) using the KMS Public Key and received PVT.  UE2 uses the received KMS-ID to retrieve KMS public key from its installed <KMS-ID, KMS-Public Key> pairs.
3. If TIME and the signature are verified, the message is sent to the application to be processed.

Editor’s Note: Further details of message format and processing procedure are FFS

Editor’s Note:  Adding replay protection to messages is FFS
6.1.1.1.2.2
Broadcast Messages Protected by Certificate based authentication 
UEs with no V2X certificate may send broadcast messages without protection. 

UEs with V2X authorization certificate may send broadcast messages protected by signature on the message payload. The receiver UE of signed broadcast message, with properly provisioned trust anchors, can validate signer’s certificate, verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.

Editor’s Note: Further details of message format and processing procedure are to be available in the future.

Editor’s Note:  Adding replay protection to messages is FFS
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Figure 6.1.1.1.2.2
- Broadcast Messages exchange protected by Certificate based Authentication

1. UE1 sends a signed message (signed by its private key) to UE2.  UE1 also includes its Cert signed the V2X CA. 

2. Upon receipt of the message, UE2 verifies the life time of UE1’s cert (signed by V2X CA) and the signature of the message using the certificate, where the life time can be found in the data elements of the certificate.
3. If the life time of UE1’s cert and the signature are verified, the message is sent to the application to be processed.

6.1.1.1.2.2.1  Certificate Format 
DataBlob {


Issuer ID: V2X-CA’s unique identifier


Issuer: V2X-CA’s public key


Subject ID: V2X-UE’s unique identifier


Subject: V2X-UE’s public key


Algorithm ID

    Service ID


Not Before


Not After


Issuer URI


Policy

}

Signature {


sign(Issuer, DataBlob)

} 

Editor’s Note : the exact format and data elements of certificate is FFS.

6.1.1.1.2.2.2  Certificate Refreshment 
UEs shall connect to V2X Control Function and Certification authority to refresh the certificate before its time expiration.
Editor’s Note: the exact protocols of certificate refreshment is  FFS.
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