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3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

LTE-V system entity: A cellular network entity or V2X communication entity. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
Editor’s note: secure environment should be defined in the context of V2X. 
The following terms defined in TR 22.885 [4] are used in the present document:

Road Side Unit

V2I Service

V2N Service

V2P Service

V2V Service

V2X Service
Editor’s note: It should be checked whether these terms are actually used in this document later 

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AS
Application Server

CA
Certificate Authority

CME
Certificate Management Entity

CRL
Certificate Revocation List
DSA

Digital Signature Algorithm
DSRC

Dedicated Short Range Communication

LTE-V
LTE V2X 

ECIES
Elliptic Curve Integrated Encryption Scheme

ECDSA
Elliptic Curve DSA

ECCSI
Elliptic Curve-based Certificateless Signatures for Identity-based Encryption
GPS
Global Positioning System
ID
Identity

ITS
Intelligent Transportation System

KMS
Key Management System

KMF
Key Management Function
LME

Local MBMS Entity
MIKEY
Multimedia Internet Keying

OEM
Original Equipment manufacturer

PSSME
Provider Service Security Management Entity

PDU
Protocol Data Unit

PCA
Pseudonym Certificate Authority
ProSe
Proximity-based Services 
PMK
                 ProSe MIKEY Key
PVT
Public Validation Token

PMSI
Pseudonymous Mobile Subscriber ID
RSU

Road Side Unit
RSK
Receiver Secret Key

SAKKE
Sakai-Kasahara Key Encryption
SSK
Secret Signing Key

SAP
Service Access Point
V2I

Vehicle-to-Infrastructure

V2N

Vehicle-to-Network
V2P

Vehicle-to-Pedestrian
V2V

Vehicle-to-Vehicle

V2X

Vehicle-to-Everything
WSMP
WAVE Short Message Protocol 

WSA
WAVE Service Advertisement
WAVE
Wireless Access in Vehicular Environments
5.3.3
Potential Security requirements
The secure environment should support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

The secure environment should support the execution of sensitive functions, e.g. protection of user data and the basic steps within protocols which use long term secrets.

Sensitive data used within the secure environment should not be exposed to external entities.

The secure environment should optionally check the integrity of the V2X entity’s boot process.

The secure environment should maintain the integrity of its own system and software.

The secure environment should be protected from illegitimate access (i.e. to the data that it stores and to the functions that it executes).

Editor’s Note: It needs to clarify how to assure different type of secure environment.  
Editor's Note: These requirements are based on the traditional nodes in scope of 3GPP e.g. eNB and HeNB etc., and may need to be relaxed or enhanced, depending on the specific service requirements for the different types of “X” in V2X.
For V2X services relying on access networks within the scope of TS 33.401[7]and 3GPP TS 33.402[8], the 3GPP authentication and key Agreement and associated subscriber credentials and identities used to access the network shall reside on UICC within the V2X enabled UE, with the exception from 3GPP TS 33.402[8] regarding terminals that do not support 3GPP access capabilities.
5.9.3
Potential Security requirements

UEs with a V2X application should be authenticated and authorized to access V2X Services.

UEs with a V2X application should be authenticated and authorized to allow the exchange of V2X messages with other V2X enabled UEs and when communicating with the network. 

Authentication of V2X enabled UEs to access V2X services should support the same security mechanisms as defined in TS 33.401[7].
Editor’s Note: This requirement depends on the use case (direct and non-direct communication) for V2X and is FFS.

UEs should be authorized to send messages to other UEs.

UEs should be authorized to transfer messages via an RSU.

6.1.1
Overview of one to many V2X Direct Communication

The One-to-many V2X direct communication consists of the following procedures based on TR 23.785[3]: 
1. One-to-many V2X Direct communication transmission over PC5 interface for broadcast messages 

2. One-to-many V2X Direct communication reception over PC5 interface for broadcast messages

Security for one-to-many V2X direct communication consists of bearer level security mechanism which is similar to that of ProSe (specified in TS 33.303[9], subclause 6.2.3).
6.1.1.1.1.1
UE Security Credential Provisioning with Identity based Cryptography

The UEs are provisioned with the required credentials (as defined in RFC 6507[10] and RFC 6508[11]) in advance, when the UEs have a secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  

Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as “signer” and “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.

Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and the public key of the KMS to decrypt SAKKE payload.

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp - identity credential expiration time).

Editor’s Note:  Assignment of a temporary identity to the UE is FFS.

UE may be configured with multiple sets of identity based credentials (with different expiration times) for purpose of key refreshment when UE is out of coverage.  Lifetime of identity based credentials will be governed by security policy.
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Figure 6.1.1.1.1.1
- UE Security Credential Provisioning with Identity based Cryptography

1. UE sends a request to V2X KMS to receive Identity based credentials for a specified service ID.

2. V2X KMS exchanges messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note: it is FFS how the control function verifies that the V2X UE and V2X KMS do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X KMS.

3a. If UE is to act as a Signer and Verifier, Key Management Function sends a response, including identity based key materials as follows:


SSK :  Signing Secret Key



PVT : Public Verification Token



KMS_Pub : KMS Public Key



KMS_ID : KMS ID



Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

3b. If UE is to act as only Verifier, Key Management Function sends a response, including identity based key materials as follows:


KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

4. V2X KMS sends a confirmation to the V2X Control function indicating that UE1 was successfully provisioned with the credentials for the requested service ID.
6.2.3
Justification for the solution

We note that the data transmission (V2X communications) involve the vehicle UEs sending periodic broadcast messages, and can occur either on the PC5 interface or on the Uu interface. The analysis and solutions below apply to both of these modes of transmission. It is assumed that when the V2X messages go through the eNB, they are rebroadcasted with their original protection, such that each receiver UE can employ the same mechanism to evaluate the security of the received messages. Thus, in effect, the V2X communication is point to multipoint in a dynamically changing set of vehicle UEs.

Observation 1: the V2X communication is point to multipoint in a dynamically changing set of vehicle UEs.

Existing LTE security

We note that the security provided by the LTE system provides credentials for point to point use, between one UE and the home network (HSS), and therefore is not applicable to this point to many points, ad-hoc, broadcast type of communications. Hence, we make the following observation:

Observation 2: the LTE UE AS or NAS security is not appropriate to end-to-end integrity-protect the periodic broadcast V2X messages sent by vehicle UEs.

Existing ProSe communications security

Regarding ProSe security for one-to-many or broadcast group communication, we find that it is not applicable either. A logical way to envision groups is based on location or communication/broadcast range. But these groups are obviously constantly in flux as vehicles drive around. If the group membership is extended to large regions, then provisioning one single group key weakens security. The drawbacks of the existing ProSe group communications security can be summarized as follows:

( 
Groups of vehicle UEs cannot easily be defined dynamically, especially when out of coverage.  The vehicle UEs in communication range (or in proximity) cannot be assumed to be provisioned with key material to enable symmetric key based message authentication codes. 

(
 In ProSe communication, any member can derive any other member’s ProSe Traffic Key, making it impossible to guarantee proper identification of the sender for traceability that the V2X application needs. 

This analysis leads to the next observation:

Observation 3:  The ProSe group communication (one to many or broadcast) security is not appropriate to end-to-end integrity-protect the periodic broadcast V2X messages sent by vehicle UEs.

Is there a need to design V2X communication security at the 3GPP layer?

We also note that other SDOs have defined mechanisms above the network/transport layer to meet the requirement for both integrity of data and anonymity of the sender (i.e., pseudonymity).  Both the US and EU standards refer to the IEEE 1609.2 standard[13], which is an open standard that has been worked on for the past decade by a panel of security experts, and subject to open review by any interested parties.

A.3
WAVE security

The IEEE 1609.2 standards[13] specify the security services for application and management messages for WAVE devices. The specified mechanisms are intended to protect against attacks such as eavesdropping, replay, spoofing or alteration. They are also designed to respect privacy and not leak personal, identifying or linkable data to unauthorized parties.

The services and the components within the WAVE security entity shown in Figure A.2-1 are illustrated in Figure A.3-1. The figure shows as well the Service Access Points (SAP) for communication within and with the other entities of the WAVE protocol stack.
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Figure A.3-1: Details of the WAVE security services

The WAVE security services consist of:

· Security processing services: provide processing services to enable secure communications comprising secure data and secure WAVE Service Advertisements (WSA).

· Security management services: provide certificate management services through the Certificate Management Entity (CME) and the Provider Service Security Management Entity (PSSME).

Security processing services: The security processing services include operations such as

· Signing and/or encryption of Protocol Data Units (PDUs) for transmission and verification and/or decryption on reception

· Signing of WSAs for transmission and verification on reception

· Ensuring access to cryptomaterial such as private and public keys and certificates, generating certificate requests and processing responses, and validating Certificate Revocation Lists (CRLs)

The cryptographic mechanisms supported by this standard are the Elliptic Curve Digital Signature Algorithm (ECDSA) and the Elliptic Curve Integrated Encryption Scheme (ECIES).

Security management services: The CME manages the information that enables the security processing services entity to determine the validity of the certificates and the received data. This includes revocation and other status information of all the stored certificates and the certificates that can be used as trust anchors.

The PSSME provides the necessary support for higher layer entities that request to be advertised as secure provider services. In particular, the PSSME communicates certificates and private keys to the security processing services in order to sign WSAs.
*** End of Change 
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