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Introduction
Section 5.1.3 of TR 33.885 V0.3.0 mentions the requirement “The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.”
Section 6.1 of TR 33.885 V0.3.0 specifies a general security mechanism to protect broadcast messages by employing identity-based authentication or certificate-based authentication. Based on those two security mechanisms, we propose to add replay protection on the messages.
pCR

*** Change start
6.1.1.1.2
Secure One to Many V2x Communication 

Editor’s Note:  Privacy issues of Secure one to many communication is FFS.

6.1.1.1.2.1
Broadcast Messages Protected by Identity based Authentication  

UEs with V2X authorization with identity based authentication may send signed broadcast messages. The receiver UE of signed broadcast message, with properly provisioned with identity based credentials, can verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.
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Figure 6.1.1.1.2.1
- Broadcast Messages Protected by Identity based Authentication

1. UE1 creates a message Message, and signs (Message, time t, PVT, KMS_ID) with its SSK, installed during the authorization phase with KMS, where time t is the time when generating the signature.

2. Upon receipt of the message, UE2 verifies it as follows.

(1) Verify time t: Check whether the received message is a replayed message. More specifically, denote the time when receiving the message by time t’. We require that 0 ms ＜ t’－ t ≤ time-window, which suggests that if t’－ t ＞ time-window, then the message will be considered as a replayed message, and if t’－ t ≤ 0 ms, then the message will be considered as an invalid message. The value of time-window depends on the message latency specification.
(2) Verify the signature of (Message, time t, PVT, KMS_ID) using the KMS Public Key and received PVT.  UE2 uses the received KMS-ID to retrieve KMS public key from its installed <KMS-ID, KMS-Public Key> pairs.
3. If signature is verified, the message is sent to the application to be processed.

Editor’s Note: Further details of message format and processing procedure are FFS


6.1.1.1.2.2
Broadcast Messages Protected by Certificate based authentication 

UEs with no V2X certificate may send broadcast messages without protection. 

UEs with V2X authorization certificate may send broadcast messages protected by signature on the message payload. The receiver UE of signed broadcast message, with properly provisioned trust anchors, can validate signer’s certificate, verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.

Editor’s Note: Further details of message format and processing procedure are to be available in the future.





[image: image4.emf]UE1 UE2

1.SIGN(Message, time t), UE1-Cert-Signed-by-V2X-CA

2.Verify time t and the signature

3.If verified, send it to application


Figure 6.1.1.1.2.2
- Broadcast Messages exchange protected by Certificate based Authentication


1. UE1 signs (Message, time t) with its private key, where time t is the time when generating the signature, and sends (Message, time t), the signature and the Cert signed by V2X CA to UE2. 

2. Upon receipt of the message, UE2 verifies it as follows:

(1) Verify time t: Check whether the received message is a replayed message. More specifically, denote the time when receiving the message by time t’. We require that 0 ms ＜ t’ －t ≤ time-window, which suggests that if t’－t ＞ time-window, then the message will be considered as a replayed message. The value of time-window depends on the message latency specification.
(2) Verify the signature of (Message, time t) using the UE1’s cert (signed by V2X CA).
3. If signature is verified, the message is sent to the application to be processed.

6.1.1.1.2.2.1  Certificate Format 
DataBlob {


Issuer ID: V2X-CA’s unique identifier


Issuer: V2X-CA’s public key


Subject ID: V2X-UE’s unique identifier


Subject: V2X-UE’s public key


Algorithm ID

    Service ID


Not Before


Not After


Issuer URI


Policy

}

Signature {


sign(Issuer, DataBlob)

} 

Editor’s Note : the exact format and data elements of certificate is FFS.

6.1.1.1.2.2.2  Certificate Refreshment 
UEs shall connect to V2X Control Function and Certification authority to refresh the certificate before its time expiration.
Editor’s Note: the exact protocols of certificate refreshment is  FFS.
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