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Abstract of the contribution:This proposes a skeleton for clause 5.3 and inserts an Editor’s Note detailing the possible issue with the P-GW and packet forwarding as is discussed in S3-161012. All text is new, so no revision marks are shown.
1. Proposal
CHANGE

5.3
P-GW-specific adaptations of hardening requirements and related test cases

5.3.1
Introduction

5.3.2
Technical Baseline
Editor’s Note: Any P-GW specific requirements are FFS.

5.3.3
Operating Systems
5.3.3.1
General operating system requirements and test cases

5.3.3.1.1
IP-Source address spoofing mitigation
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.1 of TS 33.117 FFS.
5.3.3.1.2
Minimized kernel network functions
Editor’s Note: It is FFS whether forwarding of packets can be disabled at kernel level (e.g. by using net.ipv4.conf.all.forwarding=0)  for the P-GW. The P-GW namely is responsible for forwarding traffic between the GTP-U to the SGi interfaces and may therefore not function. 
5.3.3.1.3
No automatic launch of removable media
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.3 of TS 33.117 FFS.
5.3.3.1.5
Protection from buffer overflows
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.5 of TS 33.117 FFS.
5.3.3.1.6
External file system mount restrictions
Editor’s Note: Any P-GW-specific additions to clause 5.3.3.1.6 of TS 33.117 FFS.
5.3.4
Web Servers

Editor’s Note: Any P-GW specific requirements are FFS.

5.3.5
Network Devices

Editor’s Note: Any P-GW specific requirements are FFS.
END OF CHANGE
