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1. Overall Description:

SA3 thanks RAN WG2 for the LS S3-160913 on PDCP Ciphering for high data rates. On the questions to SA3 please find the answers below.
1) Are there any security issues if PDCP ciphering is not used for high data rate traffic sent over WLAN for an LWA bearer in downlink direction?

Answer: It is possible to optionally disable PDCP encryption for LWA bearers that are mapped only on the WLAN path, using principles of trusted and untrusted WLAN as defined in TS 33.402. Such operator configuration information may be made available to the eNB via OAM means or signalling with the WT. But the decision to disable PDCP ciphering shall always be controlled by the eNB.

When PDCP encryption is disabled, the Xw-U interface between eNB and the WT shall be encrypted to protect privacy of data.

To maintain compatibility with current security negotiation scheme, it is preferred that the current security mode command frame work is not altered. To disable PDCP encryption, a scheme with minimum changes may be adopted. Such as eNB indicates the choice of NULL encryption by including an algorithm choice parameter (EEA0) for the LWA bearer id, in the RRC message for the LWA bearer establishment.
.
2) In addition, do SA3 see any issue with not using PDCP ciphering in the context of mobility, in particular, would this impact previous SA3 decision (as discussed in S3-160725).

Answer: Mobility does impact PDCP ciphering in the case of LWA. During the handover signalling, the target eNB receives the LWA bearer information of the UE along with the WT/WLAN information. If the target eNB trust the WT/WLAN then it can continue to disable (or start disable) PDCP encryption when the LWA bearers are created, provided the target eNB has an encrypted Xw interface with the WT. If the target eNB doesn’t trust the WT/WLAN it shall not disable PDCP ciphering.

2. Actions:

To RAN WG2, RAN WG3.

ACTION: 
Please take above answers in to consideration for protocol development between the eNB and the UE, and the eNB and the WT.
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